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Foreword

As outlined in the new Security Union Strategy, protection and resilience of critical
infrastructures remains among the top priorities of the European Union.

European critical infrastructure sectors find themselves in the midst of rapid
digitization that is accelerated by the growth of technologies like cyber-physical
systems (CPS), the Internet of Things (IoT) and artificial intelligence (AI). Besides
this, critical infrastructure operators today are confronted with different types of
risks in both the cyber- and physical domain. Notable attacks like the “Wannacry”
ransomware and the “Mirai” botnet cyber-attacks, which affected critical infras-
tructure operations across different Member States and in multiple sectors, remind
us of the risks that we face. This situation calls for innovative security concepts that
take us beyond conventional policies that have been addressing either the physical
or cyber-security domain. Currently, the ongoing COVID-19 pandemic shows us
the vital role that digital critical infrastructure play in keeping different sectors like
telecommunications, finance, energy, and health care running in the time of crisis.

The European Commission (EC) is supporting the Member States to protect and
ensure the resilience of critical infrastructures. It has adopted an integrated frame-
work based on both strong physical and cyber-security measures. Key pillars of this
framework include the Directive on security of network and information systems
NIS Directive), the Directive on protecting European Critical Infrastructures, the
General Data Protection Regulation (GDPR), and the Cybersecurity Act Regula-
tion. Furthermore, under the Commission’s new digital strategy, additional actions
are being considered. The EC is emphasizing the consistency and complementar-
ity of these and other ongoing initiatives, including the revision of the EUs overall
approach to critical infrastructure protection and resilience, notably the European
Programme for Critical Infrastructure Protection (EPCIP). A package of measures
will be put forward during the fall of 2020.
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xvi Foreword

Besides policy development, the EC supports research and innovation projects
under Horizon 2020 looking for innovative approaches to the protection and
resilience in different sectors. Calls for proposals have been developed and
financed jointly between the ECs Directorates-General for Migration and Home
Affairs (HOME) and Communications Networks, Content and Technology
(CNECT). This cooperation reflects our commitment to an integrated cyber-
physical approach, reflected also in the projects” outcomes.

It is important to underline that research plays a vital strategic role for security
policy in the EU. In this respect, the EC has encouraged and supported the cluster-
ing between projects, as a means of boosting their cooperation. As such, we welcome
the creation of the European Cluster for Securing Critical infrastructures (ECSCI),
which seeks to bring the many projects working to improve critical infrastructure
protection and resilience together.

Based on results that have been achieved in EU-funded projects, this book
describes innovative approaches to enhancing the protection of critical infrastruc-
tures. It also presents approaches that reduce fragmentation in security operations
and improve the implementation of existing European regulation. The book pro-
vides insights of relevance to policy makers, researchers and practitioners who are
working to ensure the functioning of digitally-enabled critical infrastructures that
our societies rely on.

Brussels, Belgium, June 2020

Monique Pariat
Director General
Migration and Home Affairs

European Commission

Roberto Viola

Director General

Communications Networks, Content and Technology
European Commission
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At the dawn of the fourth industrial revolution, governments and enterprises are
increasingly deploying Cyber-physical Systems (CPS) as part of their critical infras-
tructures. CPS systems blur the boundaries between the physical and digital worlds
and enable digital control of physical processes in sectors like healthcare, finance,
energy, and industry. CPS systems are a core element of the popular Internet of
Things (IoT) paradigm, which has a transformational impact on the critical infras-
tructures that support the functioning of our societies and economies. Based on
CPS and IoT systems, critical infrastructures operators leverage large amounts of
field data in order to optimize business processes and decisions associated with the
operation of their infrastructures. Furthermore, the rapid digitalization of critical
infrastructures facilitates their interconnection and the seamless exchange of infor-
mation across different stakeholders and value chains.

Along with these benefits, the expanded deployment of CPS and IoT tech-
nologies within critical infrastructures introduces various cybersecurity challenges,
which add up to conventional physical security issues. This is evident in some of the
recent large-scale security incidents against critical infrastructures, which include
attacks against both cyber and physical assets. In several cases, adversaries exploit
vulnerabilities in the digital parts of the infrastructures in order to attack their phys-
ical parts and vice versa. Therefore, critical infrastructures security must be imple-
mented based on a holistic, integrated approach that protects cyber and physical
assets at the same time. This is increasingly acknowledged by critical infrastruc-
tures operators and supported by recent regulatory efforts as well. As a prominent
example, in Europe, the NIS Directive (EU 2016/1148) underlines the importance
of cybersecurity for critical market operators and instructs EU Member states to
supervise cybersecurity for the critical infrastructures of key sectors (e.g., telecom-
munications, finance, energy, healthcare, transport) in their country.

Xvii
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Overall, critical infrastructures security is currently redefined in order to address
cyber and physical aspects in an integrated way. Cyber and physical security func-
tions are no longer “siloed,” but rather combined in the scope of integrated security
policies. This integration introduces new requirements such as the need to model
security knowledge in an unified way, the need to address cascading effects between
the two different types of attacks (i.e. cyber and physical attacks), as well as the need
to integrate solutions for cybersecurity and physical security within commonly used
security platforms. Likewise, integrated platforms for critical infrastructures secu-
rity must provide functionalities for preventing, detecting, and responding to secu-
rity incidents in a proactive and cost-effective manner. Moreover, they should pro-
vide the means for sharing information across security stakeholders [e.g. Security
Teams, First Responders, Computer Emergency Response Teams (CERT)] to facil-
itate their effective collaboration.

The above-listed requirements are common to the critical infrastructures of the
different sectors of the economy (e.g., finance, healthcare, energy, and transport).
Nevertheless, there are also sector-specific security requirements, stemming from
the different devices, control processes, and business operations of the various sec-
tors. Moreover, installations in different sectors are interconnected in different ways
and are subject to diverse sets of cascading effects.

In this context, the present book is dedicated to presenting novel solutions for
integrated security of critical infrastructures, with emphasis on solutions in four sec-
tors, namely finance, healthcare, energy, and communications. The book presents
various technologies and building blocks for integrated security, along with sector-
specific solutions for each one of the above four sectors. The presented security
technologies cover a wide range of functionalities such as security knowledge mod-
eling, risk assessment, information sharing for stakeholders’ collaboration, Security
Information and Event Management (SIEM), CPS systems and loT devices secu-
rity, regulatory compliance auditing solutions, and more.

The book is structured in five parts. The first four parts are dedicated to present-
ing solutions for each one of the above listed four sectors, i.e., finance, healthcare,
energy, and communications, respectively. The fifth part comprises sector agnostic
solutions including technologies and best practices that are applicable to critical
infrastructures regardless of their sector. Specifically:

The first part of the book is titled: “Securing Critical Infrastructures of the
Financial Sector” and consists of the following chapters:

® Chapter 1 “Security Challenges for the Critical Infrastructures of the
Financial Sector” introduces the main challenges that are associated with
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physical security and cybersecurity for the critical infrastructures of the finan-
cial sector. The chapter presents recent security incidents against financial
institutions as a main motivation behind integrated security. Moreover, it
also outlines the main building blocks of integrated security solutions for the
financial sector.

e Chapter 2 “A Reference Architecture for Securing Infrastructures in the
Finance Sector” presents a Reference Architecture (RA) for integrated (i.e.,
cyber and physical) security in the financial sector. The chapter illustrates the
main building blocks of the RA, as well as their technical specifications and
the interfaces between them. Furthermore, it illustrates how the RA aligns to
recommendations of security agencies and standards development organiza-
tions.

¢ Chapter 3 “FINSTIX: A Security Knowledge Base for the Finance Sector”
introduces the importance of security knowledge modeling for securing crit-
ical infrastructures. It also presents relevant knowledge modeling standards
and vulnerability knowledge bases. Accordingly, the chapter details the FIN-
STIX model, which has been introduced in the scope of the European Com-
mission (EC) funded FINSEC project towards modeling security knowledge
in the finance sector. The chapter presents the use of FINSTIX in different
scenarios and use cases.

e Chapter 4 “Artificial Intelligence Gateway for Cyber-physical Security
in Critical Infrastructure and Finance” presents an intelligent system for
Cyber and Physical Security of critical infrastructures. The system collects
and processes information from different security systems installed within a
site or a perimeter (e.g., intrusion detection, access control, fire detection,
technical alarms, etc.), including data and events from a video surveillance
system. Accordingly, it processes this information towards identifying threats
and events before they become critical. The module can, therefore, analyze
security events and situations, allow the integration of cybersecurity concepts,
and support the monitoring of risks associated with critical installations.

¢ Chapter 5 “Information Sharing and Stakeholders’ Collaboration for
Stronger Security in Financial Sector Supply Chains: A Blockchain
Approach” describes a novel blockchain-based solution for sharing security
data in the scope of the financial sector supply chains. It explains the ratio-
nale behind adopting and using a decentralized blockchain-based solution
for information sharing, including its merits and advantages over conven-
tional centralized solutions. A relevant prototype implementation based on a
permissioned blockchain is also presented.
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e Chapter 6 “Automated Assistance to the Security Assessment of APIs

for Financial Services” introduces the need for security assessment and
automated synthesis of mitigation measures towards securing Open Bak-
ing services in the context of the new Payment Services Directive (PSD2).
Accordingly, it provides an overview of innovative approaches to address-
ing these challenges, based on: (i)Automated identification and mitigation
of security misconfigurations underlying Transport Layer Security (TLS) ses-
sions; and (ii) Automated pen-testing and synthesis of mitigations for both
business (e.g. payments) and security (e.g. authentication or authorization)
functionalities provided by the APIs.

Chapter 7 “Adaptive and Intelligent Data Collection for Security of
Ciritical Financial Infrastructures and Services” describes an adaptive and
intelligent data collection and monitoring system. The system provides intel-
ligent, resilient, automated, efficient, secure, and timely collection and anal-
ysis of security-related data towards protecting cyber-physical infrastructures
and services of the financial sector. It also enables security teams to gain
insights on how: (i) the nature and quality of collected data affects the effi-
ciency and accuracy of methods of attack detection and defense; (ii) the detec-
tion capability can be improved by correlating wide-ranging data sources
and predictive analytics; (iii) the rate of the data collection at the various
monitoring probes is tuned by managing the appropriate levels and types of
intelligence and adaptability of security monitoring; (iv) the optimization of
bandwidth and storage of security information can be achieved by render-
ing adaptiveness and intelligence and by integrating adaptive strategies and
rules, and (v) increased automation can be achieved through a feedback loop
of collection, detection, and prevention.

The second part of the book is titled: “Securing Critical Infrastructures of the

Health Sector” and consists of the following chapters:

® Chapter 8 “Security Challenges for the Critical Infrastructures of the

Healthcare Sector” introduces the main challenges that are associated with
physical and cyber security for the critical infrastructures of the healthcare sec-
tor. It presents recent security incidents against healthcare institutions, such
as the WannaCry ransomware. It also outlines the rationale for new integrated
security system in the healthcare sector, including systems that support risk
assessments and various threat scenarios.

Chapter 9 “Security Systems in the Healthcare Sector” presents how a
video management system, an access control system, a fire detection system,
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SCADA, ICS, and smart building sensors, as well as a cybersecurity protec-
tion system can work together to increase the security and resilience of health-
care systems and processes.

¢ Chapter 10 “Integrated Cyber-physical Security Approach for Health-
care Sector” explains how an integrated cyber-physical security system will
be developed and why this is the optimal solution for the future security of
healthcare systems. It also describes the architecture of the security platform
of the EC-funded SAFECARE project, along with its main building blocks
and the interfaces between them.

¢ Chapter 11 “Vulnerability and Incident Propagation in Cyber-physical
Systems” provides a focused view on how to handle incidents and their prop-
agation from an asset’s point of view in a healthcare environment. It also
presents an overview of relevant work conducted within the SAFECARE
project.

e Chapter 12 “Innovative Toolkit to Assess and Mitigate Cyber Threats in
the Healthcare Sector” presents a novel Cyber Security Toolkit for health-
care systems. Specifically, the toolkit provides the IT personnel at hospitals
and care centers with highly comprehensive visual analytics that depict the
cybersecurity situation on a near real-time basis, in an intuitive and user-
friendly way. One of the merits of the presented Toolkit is that it is fully
adaptable to the individual user’s profile characteristics.

The third part of the book is titled: “Securing Critical Infrastructures of the
Energy Sector” and includes the following chapters:

® Chapter 13 “Security Challenges for the Critical Infrastructures of the
Energy Sector” discusses the major security challenges, along with the meth-
ods adopted to identify and describe new threats against Critical Energy
infrastructures (CEI). It also outlines methods for evaluating and assessing
risks associated with these threats.

e Chapter 14 “Securing CEI By-Design” focuses on the CEI Security “by-
design” solutions implemented in the EC-funded DEFENDER project.
These solutions include Double Virtualization (Resilience), Fault-Location
and Restoration (Self-healing), as well as Cryptography and Blockchain (Data
Protection) solutions.

e Chapter 15 “Securing CEI By-Innovation” describes the CEI Security “by-
innovation” solutions developed in the DEFENDER project, including CEI
Incidents Detection & Mitigation and the CEI Security Control Centre solu-
tions.
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The fourth part of the book is titled: “Securing Critical Infrastructures of the
Communications Sector” and consists of the following chapters:

® Chapter 16 “Security and Resilience Challenges for the Critical Infras-
tructures of the Communications Sector” introduces the main challenges
for the critical infrastructures in the communication sector. Specifically, it
reviews the current threats that arise as a result of the inter-connection of
cyber and physical systems. It also presents security strategies that exploit the
features and dual (i.e., cyber and physical) nature of the critical infrastructures
of the communication sector.

e Chapter 17 “Resilience Enhancement and Risk Control Platform for
Communication Infrastructure Operators” introduces the platform of the
EC-funded RESISTO project, as an innovative solution for communication
Critical Infrastructures (Cls) situation awareness and enhanced resilience.
The platform integrates two control loops both running on top of the Com-
munication Infrastructure and interlinked with each other, namely a Long
Term Control Loop (LTCL) and a Short Term Control Loop (STCL), which
are both presented in the chapter. Moreover, the chapter illustrates the cyber/-
physical threat detectors of the project, which take advantage of state-of-
the art technologies such as Machine Learning, loT security, airborne threat
detection, and audio-video analytics.

® Chapter 18 “Managed Security on 5G Communication Networks: The
Software Defined Security Paradigm” is devoted to the description of the
interaction between the new communication system (i.e., the 5G framework)
and the emerging security paradigm, known as Software Defined Security
(SDS). SDS is considered as a new security model that is applied for the man-
agement of communication networks, in which security aspects are imple-
mented, controlled, and managed at software level. The main objective is the
decoupling of the control part and the operational part of a security system
by exploiting the virtualization of security techniques. In addition to dis-
cussing the SDS paradigm, the chapter illustrates its application to IoT and
5G networks.

The fifth part of the book is titled: “Sector Agnostic Issues in Critical Infras-
tructures Protection” and consists of the following chapters:

¢ Chapter 19 “Detection of Innovative Low-rate Denial of Service Attacks
Against Critical Infrastructures” analyzes the functioning of low-rate
Denial of Service (DoS) attacks targeting network services, with emphasis
on web protocols. It presents novel intrusion detection methods to identify
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last-generation threats that make use of low bandwidth to target network ser-
vices.

e Chapter 20 “Resilience Analysis and Quantification for Critical Infras-
tructures” presents resilience analysis methods developed and performed
in the scope of the EC-funded RESISTO project, notably methods that
follow an enhanced risk and resilience management process based on the
ISO-31000 standard. The chapter discusses the main inputs needed for the
resilience quantification, which are gathered at separate steps of the man-
agement process. It also provides details about how the resilience quantifi-
cation is performed, including information about the network simulation
tool used.

e Chapter 21 “CISIApro Critical Infrastructures Modeling Technique for
an Effective Decision-making Support” presents CISIApro 2.0, an agent-
based simulator, that assesses the consequences of negative events on inter-
connected infrastructures. The output of CISIApro 2.0 is the set of possible
devices and services that are affected by an event. This output is exploited by
Decision Support Systems that mimic the operator decision processes.

¢ Chapter 22 “Modern Innovative Detectors of Physical Threats for Critical
Infrastructures” starts with an overview of the current situation in Critical
Infrastructures in terms of detecting physical threats, attacks, and hazards.
Accordingly, it introduces novel threat detection techniques that cover a wider
range of threats.

e Chapter 23 “The Ethical Aspects of Critical Infrastructure Protection”
introduces the ethical challenges of critical infrastructure protection, includ-
ing ethical issues associated with both cyber and physical security. It also out-
lines applicable rules and regulations, along with tools and techniques for
ensuring compliance to them.

Most of the sector-specific solutions that are described in the book have been
developed and validated in the scope of four EC co-funded projects on Critical
Infrastructure Protection (CIP), which focus on the four sectors addressed in the
book. These projects include:

e The H2020 FINSEC project, which focuses on integrated security solutions
for the infrastructures of the financial sector, such as infrastructures that
support ATM networks, payment networks, trading/investment, and wealth
management infrastructures and more.

e The H2020 SAFECARE project, which provides solutions that improve
physical and cybersecurity of healthcare infrastructures in a seamless and
cost-effective way. It integrates advanced technologies from the physical and
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cybersecurity spheres, in order to deliver high-quality, innovative, and cost-
effective security solutions in healthcare settings.

e The H2020 DEFENDER project, which provides integrated (i.e., cyber

and physical) security solutions for Critical Energy Infrastructures (CEI). It
addresses distributed, complex, and large-scale Cyber-physical Systems that
need proactive protection and fast restoration to mitigate physical or cyber
incidents or attacks. Moreover, it provides the means to address the even more
challenging combined cyber-physical attacks against CEls.

e The H2020 RESISTO project, which develops innovative solutions for

Communication Ciritical Infrastructures, including solutions for holistic situ-
ation awareness and enhanced resilience. The project is developed based on an
Integrated Risk and Resilience analysis management and improvement pro-
cess availing all resilience cycle phases (i.e., prepare, prevent, detect, absorb,
etc.) and technical resilience capabilities (i.e., sense, model, infer, act, adopt).

Also, one of the chapters of the book has been contributed by the H2020
SPHINX project, which focuses on cybersecurity protection for Healthcare IT

infrastructures. Specifically, it provides solutions for cyber protection, data privacy,

and integrity, while proactively assessing and mitigating cybersecurity threats. It

also evaluates and verifies new medical devices and services, while offering certi-

fication and near real-time vulnerability assessment services in the Healthcare IT

ecosystem.

The target audience of the book includes:

® Researchers in the area of security and, more specifically, in cyber and/or phys-

ical security for critical infrastructures protection, who wish to be updated
about latest and emerging security solutions.

Critical Infrastructures owners and operators, with an interest in adopting,
deploying, and fully leveraging next-generation security solutions for their
infrastructures, including solutions for securing Cyber-physical systems and
processes.

Practitioners and providers of security solutions, which are interested in the
implementation of use cases for the protection of their cyber and/or physical
assets.

Managers wishing to understand modern, integrated security approaches for
industrial systems and critical infrastructures in their sectors, with emphasis
on the finance, healthcare, energy, and communication sectors.

The book is made available as an Open Access publication, which could make

it broadly and freely available to the Critical Infrastructure Protection and Security
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Chapter 1

Security Challenges for the Critical
Infrastructures of the Financial Sector

By Ernesto Troiano, Maurizio Ferraris and John Soldatos

This chapter is an introduction to the first part of the book, which deals with secu-
rity technologies for the infrastructures of the financial sector. It motivates the need
for strong security based on recent security incidents that affected financial institu-
tions. Accordingly, it presents some of the main security challenges for the finan-
cial sector, where is also highlights the need for cyber-physical threat intelligence.
Furthermore, the chapter presents state-of-the-art technologies that can help con-
fronting the presented challenges. Some of the presented technologies are elabo-
rated in subsequent chapters of the first part of the book.

1.1 Introduction

In the era of globalization, the financial sector comprises some of the most critical
infrastructures that underpin our societies and the global economy. In recent years,
the critical infrastructures of the financial sector have become more digitalized and
interconnected than ever before. Advances in leading edge ICT technologies like
Big Data, Internet of Things (IoT), Artificial Intelligence (AI), and blockchains,
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coupled with a wave of Financial Technology (FinTech) innovations, has resulted in
an explosion of the number of financial transactions. Furthermore, the critical assets
of financial institutions are no longer only physical (e.g., bank branches, buildings,
ATM machines, computer rooms), but rather comprise many different types of
cyber assets (e.g., computers, networks, loT devices) as well.

The increased digitization and sophistication of the critical infrastructures of the
financial sector has also raised the importance of cybersecurity in the financial sec-
tor. Nevertheless, despite significant investments in cybersecurity, recent large-scale
incidents demonstrate that financial organizations remain vulnerable against cyber-
attacks. As a prominent example, the fraudulent SWIFT (Society for Worldwide
Interbank Financial Telecommunication) transactions cyberattack back in Febru-
ary 2016 resulted in $81 million being stolen from the Bangladesh Central Bank.
Likewise, the famous “WannaCry” ransomware attacked financial institutions and
had a significant adverse impact on Russian and Ukrainian banks. Another major
attack took place in 2017, when a data breach at Equifax created a turmoil in the
global markets and affected more than 140 million consumers.

In addition to these major incidents, smaller scale attacks against financial insti-
tutions happen daily. While most of them are confronted, there are still many cases
where these attacks affect the operations of banks and financial institutions, as well
as their customers. For instance, back in February 2019, Metro bank was named as
avictim of a cyberattack that targeted the codes sent via text messages to customers,
as part of the transactions’ verification process. A small number of customers of the
bank were potentially affected, while the bank reported the issue to relevant secu-
rity authorities [1]. During the same month, the Bank of Valletta had to shut down
all its operations after hackers broke into its systems and moved €13 million into
foreign accounts. Specially, the bank shut down all the bank’s functions, including
branches, ATMs, mobile banking, as well as email services and the website of the
bank [2].

In general, the financial sector suffers from security attacks (notably cybersecu-
rity attacks) more than other sectors. During 2016, financial services customers
suffered over 60% more cyberattacks than customers in any other sector, while
cyberattacks against financial services firms increased by over 70% in 2017. More-
over, a 2018 analysis from the IMF (International Monetary Fund) estimated that
emerging cyberattacks could put at risk a significant percentage of the financial
institutions’ profits, which ranges from 9% to even 50% in worst-case scenarios [3].

In response to the rising number of attacks against financial institutions and their
cyber assets, financial sector organizations are allocating more money and effort
in increasing their cyber resilience. According to Netscribes, the global cybersecu-
rity market for in financial services is expected to expand at a CAGR (Compound
Annual Growth Rate) of 9.81%, leading to a global revenue of USD 42.66 billion
by 2023. Other studies reflect a similar estimation, e.g., a Compound Annual
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Growth Rate (CAGR) of 10.2% during 2018-2023 and a cybersecurity market
growth from USD 152.71 billion in 2018 to USD 248.26 billion by 2023 [4].

1.2 Financial Sector Security Challenges

Through their security investments, financial organizations are striving to confront
the challenges described in the following paragraphs. The importance of these chal-
lenges has been demonstrated during some of the above-listed security incidents.

1.21 Limited Integration Between Physical Security
and Cybersecurity

Even though the critical infrastructures of the financial sector comprise both phys-
ical and cyber assets, physical security and cybersecurity are still handled in isola-
tion from one another. Specifically, cybersecurity and physical security processes
in financial organizations remain “siloed” and fragmented. The latter fragmenta-
tion concerns both the technical and the organizational levels, i.e., physical and
cybersecurity are handled by different security technologies and different security
teams. For instance, physical security systems such as CCTV (Closed Circuit Televi-
sion) systems, intelligent visual surveillance, security lighting, alarms, access control
systems, and biometric authentication are not integrated with cybersecurity plat-
forms like STIEM (Security Information and Event Management) and IDS (Intru-
sion Detection Systems). Likewise, processes like vulnerability assessment, threat
analysis, risk mitigation, and response activities are carried out separately by phys-
ical security officers and cybersecurity teams.

This “siloed” nature of systems and process leads to several inefficiencies,
including:

e Inefficient security measures that consider the state of the cyber or the phys-
ical assets alone, instead of considering the global security context. There are
specific types of security attacks (e.g., ATM Network attacks), where security
processes like risk assessment and mitigation should consider the status of
both types of assets.

e Inability to cope with combined cyber/physical attacks, which are set to pro-
liferate in the years to come. For example, a physical security attack (e.g.,
unauthorized access to a device or data center) is nowadays one of the best
ways to gain access to internal resources and launch a cybersecurity attack
as an insider. Indeed, the recent cyberattack against the Bangladesh Central
Bank exploited access to physical assets of the bank like SWIFT computing

devices.
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® Increased costs as several processes are duplicated and overlapping. In this
context, an integrated approach to security could help financial organizations
streamline their cyber and physical security resources and processes, towards
achieving greater efficiencies at a lower cost.

1.2.2 Poor Stakeholders’ Collaboration in Securing Financial
Services

In an era where financial infrastructures are more connected than ever before, their
vulnerabilities are likely to impact other infrastructures and systems in the finan-
cial chain, having cascading effects. In this context, stakeholders’ collaboration can
be a key towards identifying and alleviating issues in a timely manner. However,
collaboration is currently limited to exchanging data as required by relevant secu-
rity regulations and do not extend to join security processes like (collaborative) risk
assessment and mitigation.

Information sharing between stakeholders of the financial supply chain is a first
and prerequisite step to their collaboration in security issues. In the financial sector,
the Financial Services Information Sharing and Analysis Center (FS-ISAC) has been
established, as an industry forum for sharing data about critical cybersecurity threats
in the financial services industry. FS-ISAC provides its members with access to
threat reports with tactical, operational, and strategic levels of analysis for a greater
understanding of the tools, methods, and actors targeting the sector. This allows
them to better mitigate risk.

Information sharing (e.g., as implemented by FS-ISAC) is a foundation for col-
laboration in security processes like joint risk scoring for assets and services that
are part of the financial services supply chain. Such IT-supported collaborative
workflows have been demonstrated in many sectors, including the financial sector.
Nevertheless, there are still trust barriers to information sharing and collaboration,
especially when data must be shared across private enterprises. Recent advances in
IT technologies like blockchain and cloud computing could facilitate the sharing
of information and the implementation of collaborative security functionalities.

1.2.3 Compliance to Stringent Regulatory Requirements
and Directives

Financial institutions are nowadays faced with a need of complying with a host of
regulations, which has a severe impact on their security strategies. For example:

® The Second Payment Services Directive (PSD2): Compliance to the 2nd Pay-
ment Services Directive (PSD) demands for banks to be able to interact with
multiple Payments Services Providers (PSPs) in the scope of an API-based
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Open Banking approach. This raises more cybersecurity concerns and asks
for strong security measures like pentesting and vulnerability assessment on
the APIs.

® The General Data Privacy Regulation (GDPR): As of May 2018, finan-
cial organizations have to comply with the General Data Privacy Regulation
(GDPR), which asks for stricter and effective security measures for all assets
where personal data are managed and exchanged. Note that GDPR foresees
significant penalties for cases of non-compliance, which is one of the rea-
sons why financial organizations are heavily investing in security systems and
measures that boost their compliance.

® The Network Information Systems (NIS) Directive [i.e., Directive (EU)
2016/1148 of the European Parliament and of the Council of 6 July
2016] [5]: The NIS Directive prescribes security measures for the resilience
of the IT systems and networks that support Europe’s critical infrastruc-
tures, including infrastructures in the financial sector. The prescribed mea-
sures include the establishment of risk-driven security polices, as well as the
collaboration between security teams (including CERTs (Computer Emer-
gency Response Teams) and CSIRTs (Computer Security Incident Response
Teams) at national and international level. The directive defines entities in
the Financial services as 2 of the 7 critical sectors and called the member
states upon actions to protect and guarantee the availability of their services.
Financial organizations are therefore investing in the implementation of the
NIS Directive’s mandates.

® The EU legislative framework for electronic communications (EU Direc-
tive 2009/140/EC) was reformed in 2009 and Article 13a introduced into
the Framework directive (Directive 2002/21/EC as amended by Directive
2009/140/EC). Article 13a concerns security and integrity of electronic com-
munications networks and services. The first part of Article 13a requires that
providers of networks and services manage security risks and take appropri-
ate security measures to guarantee the security (paragraph 1) and integrity
(paragraph 2) of these networks and services. The second part of Article 13a
(paragraph 3) requires providers to report significant security breaches and
losses of integrity to competent national authorities, who should report about
these security incidents to ENISA and the European Commission annually.

1.2.4 The Need for Continuous Monitoring of Transaction
and Limited Automation

Financial organizations are nowadays required to secure their infrastructures in a
fast moving and volatile environment, which is characterized by a proliferating
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number of threats and vulnerabilities that are likely to emerge and affect crit-
ical infrastructures. Hackers and adversaries are continually taking advantage of
leading-edge technologies in order to exploit the rising number of vulnerabilities
of the physical and cyber assets of the critical infrastructures. Therefore, it is not
practical, and in several cases not possible, to manually carry out all security and
protection tasks such as detection, monitoring, patching, reporting, and security
policy enforcement activities.

In this context, one of the main challenges faced by the security officers of finan-
cial organizations is the poor automation of security functions. To confront this
challenge, there is a need for solutions that offer immediate mitigation actions,
as well as (semi)automated enforcement of security policies. To this end, financial
organizations can take advantage of recent advances in technologies like Artificial
Intelligence, Machine Learning and automated orchestration of security functions.

The lack of significant automation is also a setback to fulfilling one of the
main security requirements of the financial institutions, which is the ability to
monitor transactions without interruptions, i.e. on a 24x7 basis. This is chal-
lenging as it requires significant amounts of human resources, including cyber-
security experts and members of security teams. However, it is an essential
requirement given that adversarial attacks can happen at any time during the
day. Some of the recent attacks against the SWIFT system might have been
avoided should a close 24 x7 monitoring of transactions and security events was
in place.

1.2.5 Lack of Flexibility in Coping with a Proliferating
and Dynamic Number of Threats

In addition to automation, security officers of financial organizations are very keen
on being flexible when dealing with the proliferating number of threats, including
the emergence of several new cyber threats every year. Hence, security departments
must be able to deploy new security functions (such as patches or protection poli-
cies) very frequently, e.g., daily or even several times per day. In this direction, finan-
cial organizations could benefit from latest developments in software engineering
practices and methodologies such as the DevOps (Development and Operations)
paradigm. Recent research initiatives are exploring the use of DevOps in security
systems engineering, which is sometimes called DevSecOps.

1.2.6 Digital Culture and Education

The human factor plays a significant role in alleviating cybersecurity attacks. Proper
digital culture and education can provide a sound basis for complying with the
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mandates of security policies, while avoiding mistakes that could open backdoors
to malicious parties. Nevertheless, there is currently a proclaimed gap in digital
knowledge in general and specifically in cybersecurity. This holds true for phys-
ical security teams as well. Hence, the cybersecurity knowledge gap hinders the
implementation of integrated security strategies, while being a setback to the cyber
resilience of modern financial institutions.

1.3 Solution Guidelines

With these challenges in mind, the following paragraphs provide solution guide-
lines and recommendations about securing modern financial organizations. The
presented solutions are empowered by advanced security technologies and include
the technologies presented in subsequent chapters of this first part of the book.

1.3.1 Structuring and Developing Integrated Security Systems

For over a decade, financial organizations have been deploying and using systems
that process and analyze digital information towards implementing cyber defense
strategies. Prominent examples include network monitoring and analysis probes,
SIEM systems, vulnerability scanners, and more. However, these systems cannot
adequately support the definition and implementation of integrated security poli-
cies, i.e., policies addressing cyber and physical aspects at the same time. Therefore,
there is a need for designing and implementing more integrated systems that will
be able to combine cybersecurity aspects with information about physical secu-
rity, such as information derived from CCTV (Closed Circuit Television) cameras,
access control systems, biometric systems, and more.

The design and implementation of integrated security policies requires
rethinking of the architecture of the various security platforms, to a direction that
considers physical information and devices. Thus, there is a need for new secu-
rity architectures. The latter can take advantage of the recent advances in Indus-
try 4.0 and the Industrial IoT, including relevant reference architectures such as the
Industrial Internet Security Framework (IISF) of the Industrial Internet Consor-
tium [6]. In this context, Chapter 2 introduces the Reference Architecture (RA) of
the FINSEC project, which is destined to facilitate the development of data-driven
security systems for the financial sector, including systems that address the cyber-
physical nature of modern cyber physical infrastructures. As outlined in Chapter 2,
the FINSEC RA is implemented based on modern microservices-based approach
and can be used to support DevSecOps methodologies in building software systems
for security.
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1.3.2 Integrated Security Knowledge Modeling

Integrated (i.e., cyber and physical) security systems must deal with data for both
cyber and physical threats. Likewise, they should capture and maintain knowledge
about both cyberattacks and physical attacks, including combined cyber/physical
attacks. Thus, there is need for extending existing security models and format, with
constructs that enable them to represent integrated security knowledge. State-of-
the-art knowledge bases for cybersecurity consolidate several sources of knowledge

for Cyber Threat Intelligence (CTT), such as:

¢ CPE (Common Platform Enumeration), which is a structured naming
scheme for IT software, systems, and packages.

¢ CWE (Common Weakness Enumeration), which lists common software’s
vulnerabilities.

e CAPEC (Common Attack Pattern Enumeration and Classification), which
lists common attack patterns on software and their taxonomy.

¢ CVE (Common Vulnerabilities and Exposures), which lists all publicly
known cybersecurity vulnerabilities and exposures.

Furthermore, they can also collect and store external CTT data sources through
available documents in various formats like JSON (JavaScript Object Notation)
and XML (eXtensible Markup Language). There are several knowledge bases avail-
able, including commercial SKBs (Security Knowledge Bases) from major security
vendors and SKBs from standards development bodies [e.g., the OWASP (Open
Web Application Security Project) Security Knowledge Framework]. Nevertheless,
these knowledge bases do not include security knowledge for physical assets, which
limits their ability to support integrated (i.e., cyber/physical) security.

Hence, there is a need for enhancing knowledge bases and formats for represent-
ing cyber-threat intelligence, with information about physical assets and security,
towards Cyber-physical Threat Intelligence (CPTI). In-line with this requirement,
Chapter 3 introduces FINSTIX, a STIX (Structured Threat Information Expres-
sion) based format, for supporting integrated security modeling for critical infras-
tructures in the financial sector.

1.3.3 Automation and Flexibility

To increase the automation of security processes, financial organizations are
nowadays offered with the opportunity of leveraging Machine Learning (ML) and
Artificial Intelligence (AI) on large volumes of security data. Specifically, finan-
cial institutions are currently collecting large amounts of cybersecurity and phys-
ical security related information through many different sensors and probes. This
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information, if analyzed properly, could provide insights about possible security
incidents. Moreover, it can also facilitate the extraction of hidden attack patterns,
beyond the ones already known and registered within security knowledge bases.
Also, it is possible to employ predictive analytics towards identifying and anticipat-
ing security threats before their materialize. This can greatly boost the preparedness
of security teams like CERTs.

Al and ML algorithms can boost not only the intelligence and proactiveness of
the security processes, but also their automation as well. Specifically, they can auto-
mate security and surveillance processes through obviating manual surveillance and
tracking of security information streams (e.g., from CCTV systems). Furthermore,
they can boost the continuous, 24 x 7, monitoring of financial systems and trans-
actions, through lowering the human resources needed for the surveillance tasks.

Two of the following chapters introduce data-driven, Al-based solutions for secu-
rity and surveillance. Chapter 4 presents an Al-based gateway that can combine
cyber and physical surveillance in financial environments. The gateway offers a
range of intelligence and performance features, which are detailed in the chapter.
Also, Chapter 7 presents a novel system for collecting security data from differ-
ent probes, which incorporates security intelligence (e.g., awareness about secu-
rity events) towards adapting the rate, the scope, and the context of the data
collection.

1.3.4 Information Sharing and Collaboration Across
the Financial Services Supply Chain

As already outlined, financial institutions are nowadays digital interconnected
as part of different value chains and purposes. SWIFT and SEPA (Single Euro
Payments Area) transactions are, for example, carried out across interconnected
institutions. As another example, various financial enterprises are interconnected
in the scope of trading and stock exchange transactions. Interconnected enterprises
are vulnerable to attacks that originate from attacks against other stakeholders in
the value chains where they participate. Specifically, financial organizations should
not only consider the status of their assets and infrastructures. Rather, they should
keep an eye on the status of interconnected infrastructures as well. A potential
vulnerability in a connected infrastructure can influence other stakeholders in the
supply chain.

Moreover, to address supply chains security, stakeholders had better collaborate
in their security processes. As a prominent example, enterprises could engage in
collaborative assessments of the risk factors that are associated with their assets.
Such processes can be empowered by the automated and seamless sharing of infor-
mation across stakeholders of the supply chain. Currently, financial organizations
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share such information as part of regulatory mandates and in the scope of their
participation in initiatives like the Financial Services Information Sharing and
Analysis Center (FS-ISAC). Nevertheless, the level of security information sharing
is still quite low. Lack of trust is one of the reasons that make organizations reluc-
tant to share security information. In recent years, distributed ledger technologies
(i.e., blockchain technologies) are explored as a means of sharing information across
financial organizations in a decentralized and trustworthy way. Chapter 5 presents
a relevant approach, where data shared through a blockchain is used to facilitate
collaborative risk assessment.

1.3.5 Regulatory Compliance Technologies

To confront the challenges of regulatory compliance, financial organizations need
technologies that facilitate the implementation of relevant technical measures. As a
prominent example, data anonymization and data encryption can be used to facili-
tate adherence to GDPR principles. Likewise, SIEM systems can be used to collect
and analyze information about access, transfer, and use of data in an organization,
towards identifying potential data breaches. In this context, Chapter 6 presents a
suite of security tools for PSD2 compliance. These include, for example, pentesting
tools for Open Banking APIs (Application Programming Interfaces), which are des-
tined to identify vulnerabilities of these APIs prior to their use in PSD2 compliant
applications.

1.3.6 Security-by-Design and Privacy-by-Design

Beyond regulatory compliance, financial organizations need to adopt new princi-
ples regarding the design and implementation of their applications. Specifically,
they are expected to adhere to the security-by-design and privacy-by-design princi-
ples. The latter should become the preferred path of the software design and devel-
opment cycle for financial organizations like banks. Likewise, traditional serialized
development approaches should be updated towards more flexible and responsive
approaches that involve the design and implementation of security controls early
in the application development life cycle. Note that privacy-by-design is referenced
in the text of the GDPR regulation, and hence, it can serve as a basis for achieving
GDPR compliance as well.

1.3.7 Security Education and Training

Financial organizations should heavily invest in security education and training
with a twofold objective: First to close the knowledge gap about cybersecurity issues,
and second towards engaging the organization’s personnel in IT security, regardless
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of their background and security knowledge. Such measures will help ensuring
that employees are no longer one of the weakest links in the security value chain.
Along with investments in training and education, financial organizations should
be investing in IT security awareness campaigns. In this direction, the FINSEC
project is contributing to training and awareness raising based on various trainings
and presentations that are available through the market platform of the project, i.e.,
finsecurity.eu.

1.4 Conclusions

The critical infrastructures of the financial sector are increasing in size, complexity,
and sophistication, while at the same time comprising both cyber and physical ele-
ments. At the same time, financial organizations are obliged to comply with many
and complex regulations and directives about security, privacy, and data protec-
tion. As a result, financial enterprises must deal with increased security vulnerabil-
ities and threats in a rapidly evolving regulatory environment. To this end, they
are increasing their investments in cybersecurity and its intersection with physical
security. Despite the rising investments, they remain vulnerable to security and pri-
vacy threats, as evident in several notorious incidents that have occurred during the
last couple of years.

In order to properly secure the critical infrastructures for the financial sector,
there is a need for new integrated approaches that addresses physical and cyberse-
curity together rather than dealing with them in a “siloed” fashion. To this end,
financial organizations should benefit from the capabilities of emerging technolo-
gies like Big Data and Al analytics for security monitoring and automation, while
at the same time leveraging the flexibility of the DevOps paradigm that provides
opportunity for frequent changes to security measures and policies (e.g., patching
on a daily basis). Likewise, integrated approaches to security knowledge model-
ing and information sharing can be employed. Following chapters of the first part
of the book will illustrate novel technologies for cyber-physical threat intelligence,
which address several of the security challenges that are currently faced by financial
organizations.
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A Reference Architecture for Securing
Infrastructures in the Finance Sector

By Ernesto Troiano, John Soldatos, Ariana Polyviou,
Alessandro Mamelli and Ilesh Dattani

While the critical infrastructures of financial institutions encapsulate both physical
and cyber assets, their security is regarded in isolation from one another making
financial institutions vulnerable to attacks against their physical and cyber assets.
Drawing on an analysis of the needs of financial institutions, this Chapter proposes
the FINSEC Reference Architecture (RA). The FINSEC RA aims at addressing the
cyber-physical integration, the collaboration of stakeholders in the financial sec-
tor, the regulations and recommendations, the low level of automation at probes
and platform/services level, and the lack of flexibility in front of a wide range of
threats. The proposed architecture accounts for the regulations and recommenda-
tions applicable to the financial security sector and considers relevant recommen-
dations from standards development organizations such as ENISA. The Chapter
reflects on the methodology adopted for building the RA and presents the schema
of the RA including its structure tiers and building blocks corresponding to the
different functionalities of FINSEC platform.
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2.1 Securing Finance Sector Infrastructures:
The Challenges

Responding to the demands of the global economy, the financial sector’s critical
infrastructures have become more digitalized and interconnected than ever before.
And yet, the wide deployment of Big Data, Internet of Things (IoT), Artificial Intel-
ligence (AI), blockchains, mobile Apps, Cloud services, and web infrastructures,
coupled with a wave of financial technology (FinTech) innovations, has resulted
in an explosion of the number of financial transactions. Thus, the critical assets of
financial institutions are no longer only physical (e.g., bank branches, buildings,
ATM dispenser), but comprise many different cyber assets (e.g., computers, net-
works, [oT devices) as well. As discussed extensively in the chapter that introduces
the security challenges of the financial sector despite the existing cybersecurity mea-
sures, recent cyberattacks demonstrate that financial organizations remain vulnera-
ble. For this reason, financial institutions are currently investing in extending their
cyber-resilience capacity.

Despite the fact that critical infrastructures of the financial sector comprise both
physical and cyber assets, their security is addressed in isolation from one another.
This includes different technologies and security teams handling security attacks of
the physical and cyber assets. As a result, these practices lead to inefficient security
measures, increased cost, and limited ability to effectively address attacks that com-
bine both the physical and cyber assets. Enhancing the collaboration of all relevant
stakeholders is necessary for identifying and alleviating issues in a timely manner.
However, rather than collaborating extensively on risk assessment and mitigation,
their current collaboration is rather limited to the exchange of data as imposed by
security regulations.

Another major challenge for the security of financial institutions is the automa-
tion of security functions. Hackers and adversaries are continually taking advantage
of leading-edge technologies in order to exploit the rising number of vulnerabilities
of the physical and cyber assets. While the level of automation is low, it is impossible
for security officers to execute all security and protection tasks such as detection,
monitoring, patching, reporting, and security policy enforcement activities. This
challenge urges the need for solutions that offer immediate mitigation actions, as
well as (semi)automated enforcement of security policies. Recent advances such as
Artificial Intelligence, Machine Learning, and automated orchestration of security
functions can provide solutions in this respect.

This Chapter proposes a reference architecture for securing critical infrastruc-
tures of the financial sector, FINSEC RA, while accounting for the emerging need
to address physical and cyber asset security combined. The proposed architecture
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incorporates recent technological advances to offer an integrated security solution
for the critical infrastructures of financial institutions.

2.2 A Reference Architecture for Securing Critical
Infrastructures of the Financial Sector

2.21 FINSEC RA: Background and Rationale

In order to address these challenges, vendors and integrators of security solutions
need security middleware libraries and blueprints for the development, deploy-
ment, and operation of security systems that address the limitations of existing
platforms in terms of supporting integrated (cyber/physical) security, boosting reg-
ulatory compliance, increasing automation, as well as ensuring flexibility and speed
in deploying security functions. In this direction, a security Reference Architecture
(RA) offers a synthesis of best practices based on past experiences and relevant
blueprints for security solutions. A Reference Architecture (RA) can also serve
as a conceptual framework for building security systems faster, while minimizing
development, deployment, and operational risks. Furthermore, an RA serves as
a device for communicating security contexts and solutions requirements across
interested stakeholders. It therefore provides a common context and vocabulary,
along with a repository of patterns for use by interested stakeholders. As such it
facilitates teamwork in developing, deploying, and operating security systems for
the financial sector.

The initial proposal for a new NIS Directive and the discussions documenta-
tion [1] states that an “insufficient level of protection against network and infor-
mation security incidents, risks and threats across the EU [..., may undermine, ed.]
the proper functioning of the Internal market.” This statement is particularly rel-
evant in the finance sector, where a failure of critical I'T infrastructure can lead to
major damages to financial markets with deep economic consequences. The H2020
FINSEC project is intended to support the need for better protection and resilience
of this critical infrastructure.

FINSEC is a joint effort of security experts and financial organizations towards
providing integrated (i.e., cyber/physical) solutions for the critical infrastructures of
the finance sector. One of the main results of the project is a Reference Architecture
(RA) for the development, deployment, and operation of integrated solutions in
the finance sector. The RA is motivated by the need to apply innovative patterns to
the development and deployment of security systems for the critical infrastructures
of the sector. As such it’s a foundation for the solutions that the project provides
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to different financial organizations including banks, payments organizations, and
FinTech enterprises.

The development of FINSEC RA has considered concepts and building blocks
from some well-known and accepted generic RA, such as the RA of the Industrial
Internet Consortium and its Industrial Internet Security Framework (IISF) [2].
In this way, the FINSEC RA leverages experiences from established communities,
while at the same time being in-line with the evolution of security concepts that
have emerged and/or evolved in these communities.

2.2.2 FINSEC RA: Accounting for ENISA’s Recommendations

The specification of the FINSEC RA has also considered recommendations of stan-
dards development organizations for security in the finance sector. In particular, we
have accounted for the recommendations provided by ENISA in terms of:

e Network and information security in the Financial Sector [3].
¢ The use of Cloud Computing in the Finance Sector [4].

With respect to FINSEC, the above-listed recommendations present some lim-
itations for 2019-20 state of the art, as they are focused on circa 201415 issues of
cybersecurity, rather than current integrated (cyber/physical) security. Nevertheless,
they are motivated by the updated (circa 2019) finance sector regulatory landscape
and deals with two of the most important elements of contemporary finance sector
infrastructures, namely networks and cloud computing infrastructures. Note also
that the above-listed reports and recommendations do not focus on technical mea-
sures only (that can be addressed in a technical architecture), but extend to policy
and organizational recommendations.

ENISA’s report on the security of cloud computing infrastructures for the finan-
cial sector [4] outlines the challenges of managing governance and compliance risk,
while providing tools and techniques for negotiating SLAs, especially in cases where
smaller institutions are involved as customers of the cloud services. Furthermore,
the report outlines the importance of improving security and privacy certification.
Relevant recommendations for confronting these challenges are included in the
report and addressed to financial institutions, cloud services providers, and regula-

tors. In brief, the report includes the following recommendations, which we have
built on in the RA:

¢ Extending the national good practices and standards in the areas of Cloud
governance and risk management.
® Defining practices and standards for incident information sharing.
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® Defining minimum security requirements for adoption of Cloud computing
in Fls.

® Provision of transparency and assurance from cloud providers to financial
institutions.

 Better informing both regulators and financial institutions about the security
risks and opportunities connected to the use of cloud computing.

¢ Continuing effort towards harmonizing the legal and regulatory environment
within the European Union.

Similarly, ENISA’s report on network and information security [3] provides rec-
ommendations for strengthening the security of networking and communication
infrastructures, including:

¢ Consolidating scattered NIS obligations in supervisory guidelines.

® Establishing guidelines on how NIS supervision practices in the Finance sec-
tor apply by extension to their supply chain, including Cloud providers that
operate financial services.

¢ Establishing guidelines which summarize the key conditions for the adoption
of Cloud-based applications or services in the Finance sector.

® Organizing regular and voluntary NIS stress tests in the Finance sector
towards identifying possible black swan risks and uncovering to the great-
est extent possible unknown risks.

Table 2.1 outlines how FINSEC RA aligns to some of the above-listed recom-
mendations, notably through relevant technical measures:

2.2.3 Logical Design

2.2.31 Tiered Approach

The main goal of the RA is to alleviate the currently “siloed” landscape of physi-
cal and cybersecurity through enabling financial organizations to deploy integrated
security solutions. The latter are characterized by the seamless flow of security infor-
mation for both cyber and physical assets to the security department and teams of
the organization. Hence, FINSEC RA does not focus on the physical security and
the IT departments only, but rather addresses the needs of the top level manage-
ment of organizations, notably in terms of managers [e.g., CSO (Chief Security
Officer) or CEO (Chief Executive Officer)] that are in charge of the resilience of
the organization.

Solutions that adhere to the RA will leverage security monitoring probes avail-
able in the organizations, including existing cybersecurity applications (e.g., SIEM
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Table 2.1. RA alignment according to ENISA recommendations.

ENISA Recommendations

FINSEC RA Alignment

Defining practices and
standards for incident
information sharing

Boosting SLA management
in the Financial Supply
Chain

Address Risks through Stress
Testing

Support for Transparency
and Assurance

FINSEC and the FINSEC RA come with a
specification of a data model for exchanging security
and threat intelligence information in the Finance
Sector, i.e., the STIX-derived FINSTIX model.
FINSTIX facilitates the modeling and sharing of
security incidents as well. Moreover, the FINSEC RA
includes a module dedicated to security information
sharing (including sharing of incidents in the supply
chain).

The information sharing module of the FINSEC RA
facilitates transparent data sharing in the financial
supply chain, which can boost SLA management.
One of the FINSEC pilots involves provision of
security services to smaller financial organizations that
take advantage of cloud-based financial services.

Moreover, the FINSEC RA is designed as a
microservices-based architecture with data-driven
security services in the cloud that can support a
cloud-based SECaaS (Security as a Service) paradigm.
It can also provide the means for sharing
SECaaS-related information for managing the
respective SLAs.

The core security services of the FINSEC RA include
risk assessment, vulnerability assessment, and
pentesting. These can be used by financial organizations
in order to perform security stress tests in their
infrastructures in-line with ENISA’s recommendations
for the larger system players in the sector (i.e., financial
institutions).

FINSEC RA promotes a transparent, decentralized
information sharing approach, which is realized in the
project based on a blockchain infrastructure. In this
way, FINSEC contributes to transparency, while at the
same time providing data-driven tools (e.g., analytics)
for the implementation of regulatory compliance and
assurance services.

systems, antivirus applications, log scanning probes) and available physical secu-

rity systems [e.g., a PSIM (Physical Security Information Management System),

a CCTV (Closed Circuit Television System), biometric access control systems].

These probes will provide security data that will drive security functionalities such

as risk assessments, management of alerts, and compliance auditing functions.



20 Architecture for Securing Cls of the Finance Sector

Private & Public CSIRT
STAKEHOLDERS

APL Galewav ..............
FINSEC SECaaS API

SERVICETIER ©

onfiguration Management

DATATIER

i Qg
=z
I
s

Service Mesh and Ci

| EDGE TIER

END USERS
INFRASTRUCTURE
Physical &
Logical

Assets IT infrastructure

i ESE L0

Application Database  Log o Mobile

Figure 2.1. Data-driven API.

The RA is structured in tiered approach, yet it also includes cross-cutting ele-
ments that do not belong to a single, but rather to multiple tiers. Nevertheless, in-
line with the previously presented principles, the architecture is modular, and from
a physical perspective, it enables every module to communicate with any other like
a modern microservices architecture. The Figure 2.1 illustrates the main modules
and tiers of the RA.

With reference to figure, the modules of the RA are structured based on the
following tiers:

¢ Field Tier: The Field Tier is the lower level of the RA and includes the probes
and their APIs, whose role is extracting raw data from the physical and logical
assets to be protected against threats. For example, CCTV analytics and SIEM
are involved in this layer to give useful information about potential attacks
to the upper tiers.

¢ Edge Tier: The Edge Tier contains the Actuation Enabler and a Data Collec-
tion module, which is needed to filter the needed information during their
flow towards the upper levels. The Actuation Enabler is responsible to allow
some actions to be done from the upper layers onto the probes, such as the
shutdown of a server in case of threat or the close of an automatic door of a
protected room.

¢ Data Tier: The Data Tier is the logical layer where information is stored and
is organized into three different storage infrastructures, providing consisting
data access API to all other modules.
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¢ Service Tier: The Service Tier is where the kernel applications of the FINSEC
and the security toolbox are running, able to be used by the external world.

® Presentation and Communication Tier: The Presentation and Communi-
cation tier offers interface to rest of the world (e.g., consumers of the security
services that adhere to the RA). This tier provides dashboards that monitor
data and assets, along with the FINSEC Collaborative Module that supports
sharing of security information with other financial organizations regardless
of whether the latter are running systems compliant with the RA or not.

The FINSEC Core platform, delimited by the blue bar in the picture, comprises
three tiers, namely the edge, data, and service tiers. It also specifies the two main
interfaces that are used to support the interactions of the data-driven platform with
other systems and applications:

¢ The northbound API towards higher level applications (e.g., end-user appli-
cations), called FINSEC SECaaS API to align to the DoA and the core con-
cept of FINSEC. It represents a consistent and unified view of the individual
APIs exposed by the service tier high-level services that represent the “major
intelligence” of the platform. The FINSEC SECaaS API is exposed by the
API Gateway, which is the single-entry point to the system for external clients.
Among other capabilities, the API Gateway provides and supports Authen-
tication, Authorization, and Accounting (AAA) services, which conceptually
are part of the two vertical modules on the right of the figure (Application
Security and Monitoring/logging).

¢ The southbound API interface, consisting of an EVENT API and PROBE
API, allows communication between the Edge Tier and physical and cyber-
security probes.

The FINSEC SECaaS API is leveraged and invoked by external (north end)
Business Client Applications (upper side of the figure). They are outside of the
FINSEC core platform and interact with it only through the FINSEC SECaaS
REST API. Some typical examples of business client applications include:

¢ The FINSEC Dashboard application, which is a (WEB) GUI used by the
profiled end users of the platform. Note that in addition to the FINSEC
dashboard application, additional dashboards can be implemented using the
above-listed APls.

¢ The FINSEC Collaboration application, which enables the collaboration
of platforms and applications across the financial services supply chain (e.g.,
security data sharing). Likewise, additional applications for supply chain
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security can be implemented by leveraging these APlIs, such as applications
for collaborative risk scoring and assessment.

¢ Other Third-party Applications that exploit the data and security capabil-
ities of FINSEC.

2.2.3.2 The Service Tier

The Service Tier defines the high-level services that represent the “major intelli-
gence” of the platform. The Service Tier services communicate with each other in

three possible ways as follows:

¢ SYNCHRONOUS, through their REST API (in this case, being the services
internal to the platform, it is not necessary to use AAA).

e ASYNCHRONOUS, via an MQ bus, yet in this case, queues and messages
formats must be defined.

¢ ASYNCHRONOUS, through the DB (Database) Infrastructure.

2.2.3.3 The Data Tier

The Data Tier provides an infrastructure to serve data that follow the FINSEC Ref-
erence Data Model (RDM), which extends the STIX standards and is illustrated in
latter paragraph. It provides access in read/write via a Data Access API, exposed by
an ad hoc service of the platform (Data Manager). This module exposes convenient
data access and manipulation functions to clients, is responsible for ensuring valida-
tion of input data against the data model and abstracts away the actual underlying
DB engine(s), which can be changed without affecting upper-level services.

A possible alternative option, which enables the avoidance of an intermediate
data access layer, is to use the CRUD (Create, Retrieve, Update, Delete) REST API
already exposed by the DB engine (if available, depending on the DB engine chosen
for the implementation) and rely on DB validation rules for ensuring consistency
and validation of data with reference to the FINSEC RDM. The latter can be used
by the modules of the Service tier to communicate with each other, in-line with the
third of the above-listed approaches for communication.

In addition to data conforming to the common data model, the DB
infrastructure may contain additional ad hoc data stores for private data reserved
to the individual Service tier modules, useful for enabling their own internal logic.
The concept in this case is that the individual service could still have a private DB
schema for its own settings/local data, e.g., for processing with its own algorithms,
and then proceed to publish data on the common DB schema (via the Data Access
API) following the FINSEC data model only once it has identified events useful
for the common intelligence of the system, as previously mentioned.
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The Data Tier provides the fundamental service for and will be based on:

¢ A Data Base suited to manage the non-structured Threat Information made
by events, incidents, logs, etc. It can be either a non-traditional DB (e.g.,
NoSQL, memSQL) or a conventional SQL relational DB.

¢ A Big Data Infrastructure to manage the large amount of data to be processed
and distributed according to the requirements of the client modules, typically
those ones of the Service tier needing BD/AI capabilities to perform their
business logic.

® The Security Knowledge Base, which is used to automatically resolve
observed data streams into known threats, vulnerabilities, and attacks
encoded in the database.

2.2.3.4 The Service Tier

The Edge Tier communicates with the infrastructure (IT/Physical) through the
southbound API interface. This API consists of the union of two distinct APIs:

e Event API, which is implemented to receive events in push and/or pull
modes, and it is invoked by the probes.

® Probe API, which is implemented by probes to receive commands from FIN-
SEC. In this case, probes can operate as actuators as well.

Overall, probes send events formulated based on the FINSEC RDM, in all cases
when they want to publish data on the Data Tier (e.g., the DB infrastructure and
possibly ingestion in the Big Data Infrastructure).

2.2.4 Main Services and Building Blocks of the RA

Each of the modules of the RA is thought as a black box with proper interfaces exe-
cutin