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Abstract

We present a survey of the various families of approaches to secure
aggregation in distributed networks such as sensor networks. In our
survey, we focus on the important algorithmic features of each
approach, and provide an overview of a family of secure aggrega-
tion protocols which use resilient distributed estimation to retrieve an
approximate query result that is guaranteed to be resistant against
malicious tampering; we then cover a second family, the commitment-
based techniques, in which the query result is exact but the chances of
detecting malicious computation tampering is probabilistic. Finally, we
describe a hash-tree based approach that can both give an exact query
result and is fully resistant against malicious computation tampering.
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1

Introduction

Recent advances in technology have made the application area of highly
distributed data collection networks increasingly important. One exam-
ple of this is sensor networks [39], which are wireless multihop networks
composed of a large number of low cost, resource constrained nodes.
Another example occurs in distributed systems such as distributed
databases [34], peer-to-peer networks [58] or “grid” computing, where a
large number of nodes are distributed over the Internet while engaging
in some shared data collection or processing task.

A common task in these systems is the transmission of data towards
a designated collection point, or sink. In sensor networks, the sink is
typically a wireless base station that relays the collected data to an
off-site server; in other distributed systems the sink may be a desig-
nated coordinating server that is responsible for archiving the data
and answering user queries. The most straightforward method for col-
lecting data is for each node in the network to send their raw data
directly to the sink, via multi-hop routes in which intermediate nodes
act as passive message forwarders and neither inspect nor modify the
data. However, this approach is communication inefficient since not all
of the collected data may be relevant or necessary for the application.

1
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2 Introduction

An alternative method for data collection is to observe that, com-
monly, only very simple aggregation functions are queried on the data.
An aggregation function takes as inputs all the data values of the nodes
in the network, but outputs only a single scalar. Examples of common
aggregation functions include the sum of all data values; the count of
the number of nodes fulfilling a given predicate, the minimum or max-
imum data value over the nodes in the network, and various measures
such as mean and median. Since the result of computing an aggrega-
tion function is only a single value, this computation can be efficiently
distributed in the network by having intermediate nodes compute sub-
aggregates, leading to an extremely communication-efficient protocol.
This technique is known as in-network aggregation [39] and is briefly
described in Section 2.4.

The efficiency of in-network aggregation comes at a price to
resilience, however, since it relies on the honest behavior of interme-
diate nodes in terms of computing accurate sub-aggregates. For exam-
ple, for a sum computation, a malicious intermediate node with two
children each reporting a data value of ‘1’, could report an inaccu-
rate sub-aggregate value of ‘100’ instead of the correct value of ‘2’,
thus skewing the final result by a large amount. Such attacks are not
easily preventable since the efficiency of in-network aggregation relies
on intermediate sub-aggregators reporting only concise summaries of
their received values; since a large fraction of the input data is hidden by
necessity, this exposes the network to greater opportunities for attack.

In this article, we provide an overview of the known approaches
towards combating such malicious mis-aggregation attacks. Ideally,
a secure aggregation protocol should offer three key features: it
should (1) produce accurate answers (typically, an accuracy guaran-
tee bounded by some function of the number of malicious nodes in the
network), (2) require only low communication overhead, and (3) be
resilient against general node compromise models. We present a brief
summary of several approaches drawn from a selection of the current lit-
erature as well as a more in-depth tutorial in one of the more important
frameworks. In our selection of covered literature, our goal is to provide
the reader with a general intuitive understanding of the field, rather
than to bring the reader exhaustively up to date with all algorithms
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for the area. Towards this end, we have opted towards a more tutorial
approach in terms of selecting the publications that most clearly exem-
plify a certain class of approaches (or which have been most influential
historically), rather than focusing on breadth or depth of coverage in
terms of the most effective or the most recent algorithms.

The remainder of the article is organized as follows. In Section 2 we
define the problem and introduce the notion of in-network aggregation
more rigorously. In particular, in this article we focus only on aggrega-
tion computations for which the secure aggregation problem is feasible:
the family of such functions is examined and defined. In Section 3 we
highlight some earlier work which show the basic flavors of integrity
verification and result checking for secure aggregation. The existing
literature on secure aggregation can be broadly divided into two cat-
egories: the first category uses verifiable sampling to provide resilient
probabilistic estimates of the aggregate result; the second category uses
commitment verification, which, unlike the first category, can provide
highly precise results for which any malicious tampering is immediately
evident, but at the cost of availability. We cover these approaches in
Sections 4 and 5, respectively.
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