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ABSTRACT

The Information and Communications Technology (ICT)
for control and monitoring of power systems is a layer
on top of the physical power system infrastructure. The
cyber system and physical power system components form
a tightly coupled Cyber—Physical System (CPS). Sources
of vulnerabilities arise from the computing and communi-
cation systems of the cyber—power grid. Cyber intrusions
targeting the power grid are serious threats to the reliabil-
ity of electricity supply that is critical to society and the
economy. In a typical Information Technology environment,
numerous attack scenarios have shown how unauthorized
users can access and manipulate protected information from
a network domain. The need for cyber security has led to
industry standards that power grids must meet to ensure
that the monitoring, operation, and control functions are not
disrupted by cyber intrusions. Cyber security technologies
such as encryption and authentication have been deployed
on the CPS. Intrusion or anomaly detection and mitigation

Chen-Ching Liu, Juan C. Bedoya, Nitasha Sahani, Alexandru Stefanov, Jen-
nifer Appiah-Kubi, Chih-Che Sun, Jin Young Lee and Ruoxi Zhu (2021), “Cyber—
Physical System Security of Distribution Systems”, Foundations and Trends® in
Electric Energy Systems: Vol. 4, No. 4, pp 346-410. DOI: 10.1561/3100000026.
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tools developed for power grids are emerging. This survey
paper provides the basic concepts of cyber vulnerabilities
of distribution systems and CPS security. The important
ICT subjects for distribution systems covered in this paper
include Supervisory Control And Data Acquisition, Dis-
tributed Energy Resources, including renewable energy and
smart meters.
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1

Introduction

Threats of cyberattacks targeting the electric power grid have been
increasing in recent years (SANS, 2016; Clavel et al., 2015). The
consequence of cyber incidents on the power grid includes equipment
damage, cascading events, large-scale power outages, and disruption of
market functions (Cheng et al., 2017; Sridhar et al., 2012; Spolar, 2012).
Government and industry have made a significant effort to strengthen
the protection of the power infrastructure against cyber threats by
setting standards and guidelines (e.g., Smith, 2014; Khalifa et al., 2011;
Sun et al., 2016; Sun et al., 2018; NIST, 2010; NIST, 2014).

e Critical Infrastructure Protection, Presidential Directive PDD-63,
1998.

e Cyber Security Roadmap for Energy Delivery Systems, Depart-
ment of Energy (DOE), 2011.

e Guidelines for Smart Grid Cyber Security, National Institute of
Standards and Technology (NIST) Report 7628.

e Critical Infrastructure Protection (CIP) Standards, Cyber Security
CIP 002-014, North American Electric Reliability Corporation
(NERQ).
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e National Electric Sector Cybersecurity Organization Resource
(NESCOR), Electric Power Research Institute (EPRI).

e FEuropean Programme for Critical Infrastructure Protection
(EPCIP) resulting from the European Commission’s directive EU
COM (2006).

As power systems become more complex and dependent on the
Information and Communications Technology (ICT), the cyber system
and physical system are highly connected and, therefore, the threat
of cyberattacks on the power grid also increases. Intruders seeking to
cause damages to the grid can compromise the communication systems
to launch an attack on the power grid.

In December 2015, the power grid in Ukraine experienced a cyberat-
tack by hackers (Ahern, 2017; Liang et al., 2017). The damage caused
by the sophisticated attack was a power outage affecting about 225,000
customers for about 6h. The hacker implemented malware using a
phishing email to obtain the VPN credential. From this attack, the
hacker launched remote control actions through the control center
computers. Denial of Service (DoS) attacks jammed phone reports of the
outage to the call center. Furthermore, the data destruction software,
KillDisk, was used to erase the reboot software in the workstation,
causing a delay in power system restoration. Further observations can
be made concerning the Ukraine attack scenario: (1) First, the hackers
were knowledgeable about the operation of the targeted grid, (2) the
hackers were able to manipulate the cyber—power system (CPS) from
the Distribution System Operator (DSO) control center, and (3) the
hackers had knowledge of critical control and operation devices. The in-
depth information was obtained by penetrating the Supervisory Control
And Data Acquisition (SCADA) system and staying undetected for
at least 6 months. After observing for 6 months, the hackers gained
sufficient knowledge about the operation and critical information of the
power system. With the information garnered, the hacker(s) conducted
an attack through the SCADA system to operate circuit breakers in
the substations, causing a power outage.

As demonstrated by the real-world cyberattack, it is critical to fully
understand the vulnerabilities of the CPS to develop the capabilities for
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detecting cyber intrusions and take timely mitigation actions. Although
cyber intrusions can be launched by compromising control center
computers, damages could also be caused by man-in-the-middle attacks
on the communication system between the control center and field
devices. Therefore, the defense of the communication system is a critical
issue for power systems.

Cyber security issues arise when power system components are
provided with remote monitoring and control capabilities over public
communication infrastructures. Remote monitoring and control for
power grids have been the industry practice. This would not be a
problem if the utility communication networks are private and isolated
from the Internet. The problem is that the utility private communication
networks, Operational Technology (OT) systems, for substation and
control center communications may be connected with the general
Information Technology (IT) systems used for other purposes (Nazir
et al., 2017) such as electricity trading, and these IT systems are in
turn connected to the Internet. While there are firewalls between IT
and OT systems, the firewalls may have vulnerabilities. Furthermore,
some distribution system operators use public communication networks
for their distribution networks (Nazir et al., 2017) such as 3G/4G/5G
for the pole-mounted devices. They also communicate with the control
centers.

Development of the Smart Grid in recent years by large-scale
deployment of ICT leads to fast-increasing connectivity of devices
and systems in the power grid. Smart grid development in the United
States is primarily concerned with Phasor Measurement Units (PMUs)
for the transmission system as well as remote control switches and
voltage/var control devices in the distribution systems. The remote
monitoring and control capabilities are also created for millions of
smart meters at the customer locations and DERs, including renewable
energy, energy storage, and responsive load. Indeed, Advanced Metering
Infrastructure (AMI) has been installed for communication and control
between the utility company and numerous smart meters. As a result
of the DERs, the architecture of the power grid is rapidly evolving
from a centralized utility service to a distributed or decentralized
structure (Liu et al., 2016b). For example, Hawaii reached 23% of
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renewable electricity while California has 26% renewable (Sgouras et al.,
2017; Finster and Baumgart, 2015) and targets a 50% level by 2030.
Deployment of DERs is often conducted by nonutility parties and,
therefore, the utility system may not have full control of the devices.
AMI also brings new communication and control features through smart
meters. As a result, additional risks emerge due to a large number of
devices and noncontrollable access points (Liu et al., 2016a; INL, 2007;
INL, 2008; Rohde, 2005).

This survey paper is intended to serve as a module in senior-level
undergraduate as well as graduate courses in power engineering. The
objective of this paper, therefore, is to provide fundamental concepts
of cyber security for the distribution system as a CPS. To meet the
objective, vulnerabilities of cyber intrusions and mitigation strategies
are discussed. The remaining sections are organized as follows. The
evolution of the ICT for the power grid, sources of vulnerabilities, and
cyber security measures are presented in Section 2. Sections 3 and 4
describe the ICT in the power system environment. Section 5 focuses
on the cybersecurity issues of a distribution system, while Section 6
discusses smart grid communication standards and protocols. In Section
7 detection of cyber intrusions in distribution systems is considered.
Mitigation strategies are provided in Section 8. Simulation cases based
on the CPS model are presented in Section 9, and the paper is concluded
in Section 10.
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