
A Review of Ethical Issue
Considerations in the
Information Systems
Research Literature

Full text available at: http://dx.doi.org/10.1561/2900000012



Other titles in Foundations and Trends R© in Information Systems

Longitudinal Author Cocitation Mapping: The Changing Structure
of Decision Support Systems Research (1969 - 2012)
Sean Eom
ISBN: 978-1-68083-120-7

Pondering the Fault Lines of Anywhere Working
(Telework, Telecommuting): A Literature Review
Yvette Blount
ISBN: 978-1-60198-876-8

Application of Dual-process Theory to Information Systems:
Current and Future Research Directions
Stephanie Watts
ISBN: 978-1-68083-058-3

E-business Value Creation from a Resource-Based Perspective:
A Review of the Last Decade of Empirical Research
Orit Raphaeli, Sigal Berman and Lior Fink
ISBN: 978-1-60198-878-2

Full text available at: http://dx.doi.org/10.1561/2900000012



A Review of Ethical Issue
Considerations in the Information

Systems Research Literature

David Paradice
Auburn University, USA

David Freeman
Auburn University, USA

Jianliang Hao
Auburn University, USA

Joonghee Lee
Auburn University, USA

Dianne Hall
Auburn University, USA

Boston — Delft

Full text available at: http://dx.doi.org/10.1561/2900000012



Foundations and Trends R© in Information Systems

Published, sold and distributed by:
now Publishers Inc.
PO Box 1024
Hanover, MA 02339
United States
Tel. +1-781-985-4510
www.nowpublishers.com
sales@nowpublishers.com

Outside North America:
now Publishers Inc.
PO Box 179
2600 AD Delft
The Netherlands
Tel. +31-6-51115274

The preferred citation for this publication is

D. Paradice, D. Freeman, J. Hao, Joonghee Lee and D. Hal. A Review of Ethical
Issue Considerations in the Information Systems Research Literature. Foundations
and TrendsR© in Information Systems, vol. 2, no. 2, pp. 117–236, 2018.

ISBN: 978-1-68083-399-7
c© 2018 D. Paradice, D. Freeman, J. Hao, Joonghee Lee and D. Hal

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system,
or transmitted in any form or by any means, mechanical, photocopying, recording or otherwise,
without prior written permission of the publishers.

Photocopying. In the USA: This journal is registered at the Copyright Clearance Center, Inc., 222
Rosewood Drive, Danvers, MA 01923. Authorization to photocopy items for internal or personal
use, or the internal or personal use of specific clients, is granted by now Publishers Inc for users
registered with the Copyright Clearance Center (CCC). The ‘services’ for users can be found on
the internet at: www.copyright.com

For those organizations that have been granted a photocopy license, a separate system of payment
has been arranged. Authorization does not extend to other kinds of copying, such as that for
general distribution, for advertising or promotional purposes, for creating new collective works,
or for resale. In the rest of the world: Permission to photocopy must be obtained from the
copyright owner. Please apply to now Publishers Inc., PO Box 1024, Hanover, MA 02339, USA;
Tel. +1 781 871 0245; www.nowpublishers.com; sales@nowpublishers.com

now Publishers Inc. has an exclusive license to publish this material worldwide. Permission
to use this content must be obtained from the copyright license holder. Please apply to now
Publishers, PO Box 179, 2600 AD Delft, The Netherlands, www.nowpublishers.com; e-mail:
sales@nowpublishers.com

Full text available at: http://dx.doi.org/10.1561/2900000012



Foundations and Trends R© in Information
Systems

Volume 2, Issue 2, 2018
Editorial Board

Editor-in-Chief
Joey George
Iowa State University
United States

Honorary Editors

Izak Benbasat
University of British Columbia

Alan R. Dennis
Kelley School of Business, Indiana University

Jacqueline Rees Ulmer
Iowa State University

Veda Storey
Georgia State University

Detmar Straub
Georgia State University

Hugh Watson
University of Georgia

Editors

Alan Hevner
University of South Florida

David Paradice
Auburn University

Carol Saunders
University of Central Florida

Full text available at: http://dx.doi.org/10.1561/2900000012



Editorial Scope
Topics

Foundations and Trends R© in Information Systems publishes survey and
tutorial articles in the following topics:

• IS and Individuals

• IS and Groups

• IS and Organizations

• IS and Industries

• IS and Society

• IS Development

• IS Economics

• IS Management

• IS Research Methods

Information for Librarians

Foundations and Trends R© in Information Systems, 2018, Volume 2, 4
issues. ISSN paper version 2331-1231. ISSN online version 2331-124X.
Also available as a combined paper and online subscription.

Full text available at: http://dx.doi.org/10.1561/2900000012



Contents

1 Introduction 3

2 Ethical Theories 6

3 Methodology and Macro Analysis 9

4 Behavior/Decision Making 15

5 Calls for Research 22

6 Codes of Ethics 24

7 Design 29

8 Ethics as a Classification Category 34

9 Government 37

10 Identity 39

11 Innovation 42

12 Piracy 44

Full text available at: http://dx.doi.org/10.1561/2900000012



13 Planning 53

14 Privacy 55

15 Researcher Obligations 60

16 Security 69

17 Teaching Case 76

18 Theory 77

19 Trust 85

20 An Agenda for IS Research 88

21 Conclusion 94

Appendices 96

References 102

Full text available at: http://dx.doi.org/10.1561/2900000012



A Review of Ethical Issue
Considerations in the Information
Systems Research Literature
David Paradice1, David Freeman2, Jianliang Hao3, Joonghee Lee4

and Dianne Hall5

1Auburn University, USA; dparadice@auburn.edu
2Auburn University, USA; dzf0015@tigermail.auburn.edu
3Auburn University, USA; jzh0064@tigermail.auburn.edu
4Auburn University, USA; jzl0165@tigermail.auburn.edu
5Auburn University, USA; halldia@auburn.edu

ABSTRACT

This monograph summarizes the treatment of ethical con-
siderations that have been made by information systems
researchers as reported in papers published in the Asso-
ciation of Information Systems Senior Scholars Basket of
Journals. These eight journals, the first of which was pub-
lished in 1977, contain 145 papers that are summarized
in sixteen categories. When examined in this fashion, we
find that information systems research over the years that
incorporates an ethical perspective has transitioned from
a focus on codes of ethics and general notions of behavior
to more sophisticated models of piracy, privacy, and secu-
rity. There has been a steady focus on theory development
over the last ten years, as well as constant scrutiny on the
obligations of information system researchers to both the
subjects of studies and the consumers of the research results.

David Paradice, David Freeman, Jianliang Hao, Joonghee Lee and Dianne Hall
(2018), “A Review of Ethical Issue Considerations in the Information Systems
Research Literature”, Foundations and TrendsR© in Information Systems: Vol. 2, No.
2, pp 117–236. DOI: 10.1561/2900000012.
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2 A Review of Ethical Issue

The monograph begins with a brief introduction and review
of major ethical theories. This is followed by the category
summaries, which are listed in alphabetical order to enable
a reader to jump to a specific topic. The last sections of the
monograph address future research opportunities and the
conclusions we draw. These sections include topics from the
papers published as well as our own suggestions for research
that examines ethical concerns in the increasingly networked
world in which we live.
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1
Introduction

The idea that ethical issues need to be incorporated into technology-
based research pre-dates the emergence of the modern information
systems research discipline. C. West Churchman, the first editor of
Management Science, maintained an enduring sense that ethics and
technology should be combined for improvement of the human con-
dition. For Churchman, a science of management should include all
aspects of improving how the world functions, including management
of resources and using the systems approach to solve the most com-
plex problems (e.g., poverty, illness, and injustice, see Porra (2001)).
According to the Encyclopedia of History of American Management
(Witzel, 2005), Churchman believed systems thinking and ethical alert-
ness were entwined. He believed that a moral and ethical stance should
be integrated into management practice and thinking; it should not be
an afterthought. Churchman believed improving a system involved the
ethics of the whole system (Churchman, 1968).

One of Churchman’s students, Richard Mason, observed in the mid-
1980’s that society was truly an information society and that “our time
(is) an information age” (Mason, 1986). He noted that “information
forms the intellectual capital from which human beings craft their lives

3
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4 Introduction

and secure dignity” and that the management information systems
(MIS) community should be concerned for the type of society that was
being created, given that MIS professionals are at the forefront of this
creation.

Mason recognized that many issues would need to be addressed,
but he identified four issues of particular concern: privacy, accuracy,
property, and accessibility (which he referred to by the acronym PAPA).
Through a series of anecdotes and vignettes, Mason gave life to the
significant problems that can occur for individuals when each of these
aspects of information is mishandled. He summarized this opinion piece
with the following moral imperatives:

1. Information systems should not unduly invade a person’s privacy.

2. Information systems must be accurate.

3. Information systems should protect the intellectual property of
individuals as well as the infrastructure through which the infor-
mation flows.

4. Information systems must be accessible by all to ensure ability to
participate in society.

Mason noted that fulfilling these moral imperatives is a “tall order”,
but one that the MIS community needed to address.

Mason’s work was purely anecdotal, but a number of quantitative
and qualitative studies have since been published. This review examines
how the information systems research community has responded to
Mason’s vision. We review how information systems researchers have
integrated ethics and ethical considerations into the knowledge they
have created.

Following brief sections that define the most common ethical theories
and the methodology employed, the rest of this work is organized in
alphabetical order by research topic. The reader who chooses to jump
to a particular topic of interest is cautioned, however, that the nature
of examining ethical issues is complex and thus placing a paper in a
single topic category can occasionally be challenging. For example, Wall
et al. (2016) states that “Privacy and security concerns are pervasive . . . ”

Full text available at: http://dx.doi.org/10.1561/2900000012



Introduction 5

which begs the question: should the paper be categorized under “privacy”
or “security”? Similarly, Siponen et al. (2006) describe a design theory
framework for secure information systems. Should this be in the “design”
section or the “security” section? Thus, the reader who is not inclined
to read the entire review is encouraged to think broadly if searching for
coverage of a particular ethical issue context.
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