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ABSTRACT
Financial markets are undergoing an unprecedented transfor-
mation. Technological advances have brought major improve-
ments to the operations of financial services. While these
advances promote improved accessibility and convenience,
traditional finance shortcomings like lack of transparency
and moral hazard frictions continue to plague centralized
platforms, imposing societal costs.
In this monograph, we argue how these shortcomings and
frictions may be mitigated by the decentralized finance
(DeFi) ecosystem. We delve into the workings of smart con-
tracts, the backbone of DeFi transactions, with an emphasis
on those underpinning token exchange and lending services.
We highlight the pros and cons of the novel form of decentral-
ized governance introduced via the ownership of governance
tokens. We argue that the current DeFi infrastructure intro-
duces operational risks to users, which we segment into five
primary categories: consensus mechanisms, protocol, oracle,
frontrunning, and systemic risks.
We conclude by emphasizing the need for future research
to focus on the scalability of existing blockchains, the im-
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proved design and interoperability of DeFi protocols, and
the rigorous auditing of smart contracts.
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1
Introduction

Financial services have traditionally been provided through centralized
platforms. Notable instances include Visa and Mastercard, the world’s
leading payment processing networks; Nasdaq, the globe’s premier stock
exchange; Vanguard and Blackrock, renowned for their investment and
brokerage services; and JP Morgan Chase, offering a spectrum of banking
services. While the centralized financial system is essential to provide
intermediation services to the real economy, it can also be exclusionary
and impose hefty costs on users. Take credit card companies as an
example: they impose processing fees ranging from 2% to 4.35% of
the transaction’s value. Moreover, commercial banks frequently apply
considerable service charges and loan interest rates, yet offer low interest
rates on customer deposits. The cost of financing can be prohibitive for
small borrowers who may find loans or mortgages inaccessible, leading
them to depend on credit cards that demand high interest rates. Even
access to basic financial services, such as payment services, can be
uncertain, particularly in less developed regions where a significant
portion of the population remains unbanked.

The integration of technology into finance has sparked the rise
of alternative service providers that alleviate some of these concerns.

3
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4 Introduction

Emergent payment systems, like Square and Venmo, utilize mobile
devices and internet technology to provide affordable, user-friendly
payment solutions. These services are accessible to individuals and
small businesses alike, democratizing access to financial systems

Peer-to-peer lending platforms, like Prosper and LendingClub, har-
ness the power of technology to develop innovative lending marketplaces.
These platforms offer an alternative to traditional credit sources by
facilitating loans, primarily funded by institutional investors, to borrow-
ers. Fintech brokerage platforms, such as Robinhood, enable users to
execute commission-free trades of stocks, exchange-traded funds, and
cryptocurrencies via mobile applications.

While these financial technology advancements offer increased con-
venience, inclusivity, and cost reductions, they also inherit several draw-
backs associated with traditional centralized finance (CeFi). Firstly,
decreases in transaction costs and enhancements in execution speed are
not necessarily a given, as these fintech applications are constructed
on the existing financial infrastructure. For instance, when receiving a
payment through Venmo followed by a deposit into your bank account,
a bank transfer must be initiated. Such transfers may take up to three
business days to complete. Even though an instant transfer option exists,
it remains a costly alternative, imposing a 1.75% fee.

Most extant fintech platforms still function as centralized, profit-
driven entities, which often leads to moral hazard issues and societal
costs. Several of these platforms have faced criticisms for prioritizing
their own profitability over customer interests. A notable example is
Robinhood Markets, a firm offering commission-free investment services,
which was found to have routed customer order flows to high-frequency
trading firms rather than stock exchanges, as indicated in Levine (2021).

Similarly, the lack of transparency in some peer-to-peer (P2P) lend-
ing platforms’ credit assessment methodologies can lead to defaults and
investor losses. As profit-oriented entities, P2P companies primarily aim
to enhance their profits. Consequently, despite lenders’ desire to steer
clear of high-risk borrowers, P2P platforms may entice borrowers to take
larger loans by offering appealing interest rates and neglecting credit risk.
This moral hazard dilemma contributed to the downfall of numerous
P2P lending firms, particularly in China, as reported in Liu (2021).
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The advent of distributed ledger technologies presents an oppor-
tunity to alleviate some of the issues raised by centralized financial
platforms, regardless of their integration of fintech enhancements. These
technologies have the potential to further disrupt the financial service
industry by facilitating the transition to a decentralized trading envi-
ronment, also referred to as decentralized finance (DeFi). DeFi enables
the provision of services such as exchanges, lending, derivatives trading,
and insurance without the need for a centralized intermediary. The
rest of the monograph is organized as follows. Section 2 provides an
overview of the DeFi ecosystem, with a focus on exchanges, lending
protocols, and the decentralized governance structure in place. Section 3
discusses the operational risks inherent in the design of smart contracts
and the DeFi ecosystem. We provide concluding remarks and directions
for future research in Section 4.
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