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ABSTRACT

Every major technical invention resurfaces the dual-use
dilemma—the new technology has the potential to be used
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for good as well as for harm. Generative AI (GenAI) tech-
niques, such as large language models (LLMs) and diffusion
models, have shown remarkable capabilities (e.g., in-context
learning, code-completion, and text-to-image generation and
editing). However, GenAI can be used just as well by at-
tackers to generate new attacks and increase the velocity
and efficacy of existing attacks.

This monograph reports the findings of a workshop held at
Google (co-organized by Stanford University and the Univer-
sity of Wisconsin-Madison) on the dual-use dilemma posed
by GenAI. This work is not meant to be comprehensive,
but is rather an attempt to synthesize some of the interest-
ing findings from the workshop. We discuss short-term and
long-term goals for the community on this topic. We hope
this work provides both a launching point for a discussion
on this important topic as well as interesting problems that
the research community can work to address.

Keywords: robustness; behavioral, cognitive and neural learning; deep
learning; security and privacy policies; security architectures; human
factors in security and privacy; artificial intelligence methods in
security and privacy.
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1
Introduction

Emergence of powerful technologies, such as generative AI, surface the
dual-use dilemma, which according to Wikipedia is defined as:

. . . dual-use can also refer to any goods or technology which
can satisfy more than one goal at any given time. Thus,
expensive technologies that would otherwise benefit only
civilian commercial interests can also be used to serve mili-
tary purposes if they are not otherwise engaged, such as the
Global Positioning System (GPS).

This dilemma was first noted with the discovery of the process for syn-
thesizing and mass-producing ammonia which revolutionized agriculture
with modern fertilizers but also led to the creation of chemical weapons
during World War I. This dilemma has led to interesting policy decisions,
including international treaties such as the Chemical Weapons Conven-
tion and the Treaty on the Non-Proliferation of Nuclear Weapons [97].
In computer security and cryptography, the dual-use dilemma emerges
in several contexts. For example, encryption is used for protecting “data
at rest,” but it can also be used by ransomware to encrypt files. Similarly,
anonymity techniques can help protect regular users online, but can
also aid attackers to evade detection.

3
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4 Introduction

GenAI techniques, such as large language models (LLMs) and stable
diffusion, have shown remarkable capabilities. Some of these amazing
capabilities are in-context learning, code completion, and generating
media that look realistic. However, GenAI has resurfaced the “dual-use
dilemma,” as it can be used for both productive and nefarious purposes.
GenAI already provides attackers and defenders powerful access to
new capabilities, and it is rapidly improving. Thus, GenAI capabilities
change the landscape for malicious attacks on individuals, organizations,
and a wide range of computer systems. Clumsy old “Nigerian scams”
that could be detected by their primitive use of English are a thing of the
past. We are also seeing the opportunity for improved defense, including
monitoring of email and social media for manipulative content, as well
as the potential for dramatically improved network intrusion detection,
for example. Whether the rapid development and broad access to GenAI
favor attackers or defenders in the long run, there are sure to be several
years of unpredictability and uncertainty as the tools and our ability to
use them evolve. GenAI has changed the threat landscape, and thus we
need to understand it better.

To get a clearer picture of the “dual-use dilemma” for GenAI, we
had a one-day workshop [4] at Google on June 27, 2023 where a group of
experts convened to speak about their work. The focus of the workshop
was on the following questions:

(1) How could attackers leverage GenAI technologies?

(2) How should security measures change in response to GenAI tech-
nologies?

(3) What are some current and emerging technologies we should pay
attention to for designing countermeasures?

This monograph summarizes some of the findings of this workshop and
puts forward several goals for both the short term and the long term.

Detailed Roadmap: Section 2 describes the capabilities of GenAI
that are relevant to attacks and their defenses. Section 3 focuses on how
attackers can leverage these GenAI capabilities. Section 4 investigates
how defenders can leverage GenAI technologies to mitigate the risks

Full text available at: http://dx.doi.org/10.1561/3300000041



5

of these attacks. This list of attacks and defenses is not meant to be
exhaustive, but it rather reflects several themes that repeatedly surfaced
during the workshop. Short-term (i.e., within the next one or two years)
goals for the community are discussed in Section 5. Long-term goals
that correspond to challenging issues are discussed in Section 6. We
end the monograph with some concluding remarks (Section 7). We
acknowledge that this work is not the final word on this topic and
reiterate that it is not meant to be comprehensive. The focus of this
work is on summarizing the findings from the workshop and describing
some interesting problems and challenges for the research community.

Note: Given the nature of the topic, we welcome and value com-
ments and feedback on our work from the broader community. We
will address the feedback in future versions of this work. Please send
your comments and feedback to Mihai Christodorescu (christodor-
escu@google.com), Somesh Jha (jha@cs.wisc.edu), or Khawaja Shams
(kshams@google.com).
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