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ABSTRACT

The proliferation of IoT devices on the Internet is currently
in the billions, and projections anticipate that there will be
50 billion connected IoT devices in the IoT market by 2030.
This rapid expansion will result in a substantial increase
in data, which includes personal data, generated by these
IoT devices. It is estimated that the data volume will reach
73.1 zettabytes by 2025. To fully realize the substantial ben-
efits of the IoT, it is imperative to facilitate the responsible
utilization and sharing of this data among various stake-
holders. However, it is crucial to establish robust security
and trust mechanisms to ensure data integrity and privacy
during data sharing. Our objective is to summarize and
assess the research efforts that address secure IoT data shar-
ing. We systematically review the state-of-the-art techniques
ensuring and preserving security in the IoT data-sharing
environment through a systematic literature review (SLR)
study. We pose three research questions, define selection

Phu Nguyen, Arda Goknil, Gencer Erdogan, Shukun Tokas, Nicolas Ferry and Thanh
Thao Thi Tran (2024), “Advances in Secure IoT Data Sharing”, Foundations and
Trends® in Privacy and Security: Vol. 7, No. 1, pp 1–73. DOI: 10.1561/3300000042.
©2024 P. Nguyen et al.
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and exclusion criteria for primary studies, and extract and
synthesize data from these studies to answer our research
questions. Our SLR results can help readers to obtain (i)
an overview of existing secure IoT data-sharing approaches
and related issues, (ii) a deep-dive into Edge-focused secure
IoT data sharing solutions, and (iii) research directions that
require attention from the research community for follow-up
work.
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1
Introduction

In recent years, the Internet of Things (IoT) has achieved pervasive
ubiquity, driven by its capacity to interconnect commonplace items such
as automobiles, household appliances, and infant surveillance devices
to the Internet, facilitating seamless communication across processes,
individuals, and objects. At present, the global landscape boasts billions
of IoT devices in active connection, and it is foreseen that the IoT market
will witness the integration of 30 billion connected devices by 2023,
as anticipated by Cisco (Grossetete, 2018). IoT technology empowers
the creation of intelligent, interoperable entities encompassing both the
digital and physical realms, individuals and services, and thereby giving
rise to diverse ecosystems primed for secure cross-domain interactions.

Nonetheless, as the IoT ecosystem undergoes continued expansion
and diversification, it renders the vast data reservoir vulnerable to
various security and privacy risks. The inherently interconnected nature
of IoT networks, coupled with the multifaceted spectrum of stakeholders
engaged, has precipitated an urgent imperative for establishing resilient
data management and governance protocols. The assurance of secure
sharing and judicious utilization of data generated within the IoT
framework assumes paramount significance in upholding the sanctity of

3
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4 Introduction

sensitive information, encompassing aspects of confidentiality, integrity,
and accessibility.

The management and governance of data sharing securely within
the context of the Internet of Things (IoT) present challenges that are
multifaceted. These challenges lie first in the intrinsic complexity and
multifaceted nature of IoT systems. On the one hand, IoT systems
typically perform distributed sensing, actuating, and processing across
multiple layers composed of Thing, Edge, and Cloud resources. Things
and Edge devices are operating in the midst of the physical world to
sense and collect environmental data, including sensitive data. This
creates novel opportunities for bad actors as (i) the devices can be
physically accessible and (ii) it is not possible for security experts to
anticipate all the possible environmental situations under which the
system will operate. On the other hand, these challenges extend beyond
the technical facets of data security, encompassing a rich tapestry of
regulatory, ethical, and societal dimensions pertinent to data handling.
The data generated by IoT systems may traverse organizational de-
marcations, transcend international borders, and become ensnared in a
complex web of legal and compliance prerequisites. Furthermore, IoT
ecosystems frequently comprise several stakeholders, ranging from de-
vice manufacturers to end-users, each carrying their unique entitlements
and obligations about data.

Although several surveys study and classify research on secure
IoT data sharing, they do not provide a detailed account and unified
analysis of existing solutions (i.e., secure IoT data sharing techniques)
for secure IoT data sharing research, the security and trust aspects of
these solutions, and their limitations and potential future work (open
issues to be further investigated). Few existing studies (Lo et al., 2019;
Al-Ruithe et al., 2019; De Prieëlle et al., 2020) have examined related
topics of secure IoT data sharing such as data governance and blockchain
solutions, but none has done a Systematic Literature Review (SLR) on
secure IoT data sharing. We answer three main research questions (also
detailed in sub research questions) to address the research on secure
IoT data sharing for theoretical and practical implications.

• RQ1: What is the current landscape of solutions for secure IoT
data sharing in general?

Full text available at: http://dx.doi.org/10.1561/3300000042
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• RQ2: What are the specific technical aspects of Edge-focused
online IoT data sharing approaches?

• RQ3: What are the current limitations of the IoT data sharing,
and what are the open issues to be further investigated?

We follow a typical four-step SLR process (Kitchenham and Charters,
2007): (i) the definition of research questions, (ii) a search strategy
including the selection of online repositories and search strings, (iii)
inclusion and exclusion criteria, and (iv) a data synthesis and extraction
procedure. This work is an extension of Tran et al. (2023). We conducted
an extensive snowballing process (Wohlin, 2014) to enrich and update
the list of primary studies. Moreover, with the importance of Edge
computing, we deep-dived into the primary studies that have Edge-
focused IoT data sharing approaches.

We analyzed the primary studies using our taxonomy of IoT data
sharing to provide the answers to our three research questions. Following
a top-down approach, we present first a high-level summary of our
results. Then, we discuss in more detail the primary studies that have
Edge-focused IoT data sharing approaches. Researchers can use this
summary and the taxonomy to classify and compare future secure IoT
data sharing studies.

The remainder of this monograph is structured as follows. We provide
some background concepts in Section 2. Then, Section 3 gives the details
of our approach and Section 4 shows our taxonomy for extracting data
to answer our RQs. Next, we present the results of our SLR in Section 5.
In Section 6, we discuss some possible threats to validity. We compare
our study with related work in Section 7 and give our conclusions in
Section 8.
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