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ORIGINAL PAPER

Grayscale-based block scrambling image
encryption using YCbCr color space for
encryption-then-compression systems

WARIT SIRICHOTEDUMRONG AND HITOSHI KIYA

A novel grayscale-based block scrambling image encryption scheme is presented not only to enhance security, but also to
improve the compression performance for Encryption-then-Compression (EtC) systems with JPEG compression, which are used
to securely transmit images through an untrusted channel provider. The proposed scheme enables the use of a smaller block
size and a larger number of blocks than the color-based image encryption scheme. Images encrypted using the proposed scheme
include less color information due to the use of grayscale images even when the original image has three color channels. These
features enhance security against various attacks, such as jigsaw puzzle solver and brute-force attacks. Moreover, generating the
grayscale-based images from a full-color image in YCbCr color space allows the use of color sub-sampling operation, which can
provide the higher compression performance than the conventional grayscale-based encryption scheme, although the encrypted
images have no color information. In an experiment, encrypted images were uploaded to and then downloaded from Twitter
and Facebook, and the results demonstrated that the proposed scheme is effective for EtC systems and enhances the compression
performance, while maintaining the security against brute-force and jigsaw puzzle solver attacks.
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I. INTRODUCTION

The use of images and video sequences has greatly increased
because of the rapid growth of the Internet and widespread
use of multimedia systems. While many studies on secure,
efficient, and flexible communications have been reported
[1-4], full encryption with provable security (like RSA and
AES) is the most secure option for securing multimedia
data. However, there is a trade-off between security and
other requirements such as low processing demand, bit-
stream compliance, and signal processing in the encrypted
domain. Several perceptual encryption schemes have been
developed to achieve these trade-offs [5-11].

Image encryption prior to image compression is required
in certain practical scenarios such as secure image transmis-
sion through an untrusted channel provider. Encryption-
then-Compression (EtC) systems [3, 12—21] are used in such
scenarios. In this paper, we focus on EtC systems with JPEG
compression although the traditional way of securely trans-
mitting images is to use a Compression-then-Encryption
(CtE) system. Since most studies on EtC systems assumed
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the use of a proprietary compression scheme incompati-
ble with international compression standards such as JPEG
[3, 14, 15, 22—24], block scrambling-based image encryp-
tion schemes, which are compatible with international stan-
dards, have been proposed for EtC systems [16-21].

A lot of image encryption methods [3, 11-26] have
been proposed for securing image data. However, some
of them do not consider the compression to the encryp-
tion schemes. A hybrid compression-encryption algorithm
[11] has been proposed to jointly consider both compres-
sion and encryption. In this algorithm, an image is com-
pressed and encrypted at the same time. Moreover, various
compression-friendly algorithms [3, 11-13, 25, 26] have been
studied although they do not consider applying them to
applications with JPEG compression, such as Social Net-
work Services (SNS) and Cloud Photo Storage Services
(CPSS). In [3, 14, 15], the compression methods for EtC
systems have been proposed, but they are not applica-
ble to EtC systems with JPEG compression. Therefore,
the works [16-21] only focus on EtC systems with JPEG
compression.

In this paper, we present a novel grayscale-based image
encryption scheme for EtC systems that enhances secu-
rity compared with the conventional color-based scheme
[16-19]. A grayscale image is an image with a range
of shades of gray without color information, where the
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darkest possible shade is black, and the lightest possi-
ble shade is white. In contrast, a grayscale-based image is
artificially generated from three color channels of a color
image, and pixels in the image have color information.
Therefore, the original color image can be reconstructed
from the grayscale-based image. Although the conventional
grayscale-based image encryption scheme [20, 21] , which
is an extension of the color-based EtC systems [15-19],
has been proposed to enhance the robustness against sev-
eral attacks, such as brute-force and jigsaw puzzle solver
attacks [27-29], and also avoid the effect of color sub-
sampling, the compression performance is degraded com-
pared with the color-based image encryption scheme [15—
19]. This is because a grayscale-based image is generated
from RGB components of a full-color image, so the correla-
tion between RGB color channels is not used.

Consequently, we aim to propose a novel grayscale-based
encryption scheme that has almost the same compression
performance as non-encrypted images as well as the color-
based scheme. We also consider a JPEG quantization table
which is especially designed for grayscale-based images.
We evaluated the performance of the proposed scheme
in terms of the compression performance and security.
The results showed that the proposed scheme has almost
the same compression performance as the color-based
scheme while having almost the same robustness against
ciphertext-only attacks as the conventional grayscale-based
encryption.

The rest of paper is organized as follows. Section II
provides a review of the color-based and conventional
grayscale-based image encryption schemes used in EtC
systems. Section III presents the proposed grayscale-
based image encryption and the new quantization table
for grayscale-based images. Extensive experimental results
including the compression performance and robustness
against jigsaw puzzle solver attacks are given in Section IV.
Concluding remarks are in Section V.

II. RELATED WORKS

In this section, the color-based block scrambling image
encryption scheme [15-19] and the conventional grayscale-
based image encryption scheme [20] are summarized.
Moreover, the security of both schemes is described.

A) Image encryption for EtC systems

Block scrambling-based image encryption schemes [15-20]
were proposed for EtC systems, in which a user wants to
securely transmit an image I to an audience or a client
via, SNS or CPSS providers, as shown in Fig. 1. The pri-
vacy of the image to be shared can be controlled by the
user unless the user does not give the secret key K to the
providers, although the image is generally recompressed
by the providers. In contrast, in CtE systems, the dis-
closure of non-encrypted images is required before the
recompression.
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Fig. 1. EtC system.

B) Color-based image encryption

In the previous works [15-19], a full-color image (Irgp) with
X x Y pixels is divided into non-overlapping blocks each
with By x By; then four block scrambling-based encryp-
tion steps are applied to the divided blocks as follows (see
Fig. 2).

1) Randomly permute the divided blocks by using a ran-
dom integer generated by a secret key K;.

2) Rotate and invert each block randomly (see Fig. 3) by
using a random integer generated by a key K,.

3) Apply negative—positive transformation to each block by
using a random binary integer generated by a key K;,
where K; is commonly used for all color components.
In this step, a transformed pixel value in the i-th block
B, p', is calculated using

(r(i) = o)
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Fig. 2. Color-based block scrambling image encryption.
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Table 1. Permutation of color components for a random integer. Although images encrypted by using the color-based

l?or example, if the random integer is equal to 2, the red c.omponent image encryption s cheme are comp atible with the JPEG
is replaced by the green one, and the green component is replaced dard and h 1 h . f

by the red one while the blue component is not replaced. standard and have almost the same cor_npressmn pertor-

mance as non-encrypted ones when using B, = B, = 16,

Three color channels there is a limitation that the scheme cannot achieve. The

possible smallest block size of the scheme is 16 x 16 to

Random int R G B . . . .

ancom fieser avoid the effect of color sub-sampling. As shown in Fig. 5,
o R G B if 4:2:0 color sub-sampling is applied to an encrypted
1 R B G image, each 8 x 8-block in the sub-sampled chroma com-
2 G R B ponents consists of four 4 x 4-blocks from different 8 x
3 G B R 8-block, which have low correlation among the blocks. As
4 B R G . . . .
s B G R a result, block distortion is generated due to the interpo-

lation of the sub-sampled chroma components with dis-
continuous pixel values. An example of the decrypted
images including block distortion, where the JPEG qual-
ity factor (Qy,) of uploaded images was equal to 100, is
shown in Fig. 6. If the block size is smaller than 16 x
16 pixels, such as 8 x 8 pixels, the compression perfor-
mance decreases and some block distortion is generated.
This is because when color sub-sampling is applied to the
chroma components (C, and C,) of a color image in a
JPEG encoder, the interpolation is carried out to the sub-
sampled chroma components (C, and C;) to reconstruct
the spatial resolution as that of the original image in a
decoder.

where 7(i) is a random binary integer generated by K;,
p € B, is the pixel value of the original image with L bit
per pixel, and @ is the bitwise exclusive-or operation.
The value of occurence probability P(r(i)) = 0.5 is used
to invert bits randomly.

4) Shuffle three color components in each block by using an
integer randomly selected from six integers generated by
a key K, as shown in Table 1.

An example of an encrypted image with B, = B, =16 is
shown in Fig. 4(b) where Fig. 4(a) is the original one.

L ! .l‘ s .

" Cme™ m I i

(a) Original image (b) Color-based scheme

(X xY =512 x 512) (Bz = By =16,n =
1024)

(d) Proposed scheme with 4:2:0
sub-sampling
(Bz = By = 8,n = 6144)

Fig. 4. Examples of images encrypted by using the color-based, conventional grayscale-based, and proposed schemes. 7 is the number of divided blocks. (a) Original
image (X x Y = 512 x 512), (b) color-based scheme (B = B, = 16, n = 1024), (c) conventional grayscale-based scheme (By = By = 8, n = 12288), (d) proposed
scheme with 4:2:0 sub-sampling (By = By = 8, n = 6144), (e) proposed scheme without sub-sampling (B, = B, = 8, n = 12288).
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Fig. 5. Sub-sampling in JPEG encoder and interpolation of chroma components in JPEG decoder.
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(a) Downloaded from Twitter (PSNR=29.44dB)

(b) Downloaded from Facebook (PSNR=26.93dB)

Fig. 6. Example of the decrypted images with the color-based scheme including block distortion (By = By = 8, Q, = 100,and 4:2:0 sub-sampling). (a) Downloaded
from Twitter (PSNR=29.44dB), (b) downloaded from Facebook (PSNR = 26.93 dB).

C) Grayscale-based image encryption

A conventional grayscale-based image encryption has been
proposed to avoid the effect of color sub-sampling by
encrypting Irgp into the encrypted image (I,) which con-
sists of only one color channel [20]. In order to generate I,
four processing steps are carried out as follows (see Fig. 7).

1) Split Iggp into three RGB channels, ig, ig, and i and
concatenate all channels to generate a conventional
grayscale-based image (IgGB) with 3(X x Y) pixels as
shown in Fig. 8.

2) Divide I §GB into blocks each with B, x B, and then ran-
domly permute the divided blocks by using a random
integer generated by a secret key K.

3) Rotate and invert each block randomly by using a ran-
dom integer generated by a key K,.

4) Apply negative—positive transformation to each block by
using a random binary integer generated by a key K.
This step is carried out by using the same process as Step
3 of the color-based image encryption in Section ILB.

Since images encrypted by using the grayscale-based
image encryption contain only one color channel, the
encrypted images can avoid the effect of color sub-sampling.
Therefore, the scheme allows us to use 8 x 8 as the block
size, which is smaller than that with the color-based one,
as shown in Fig. 4(c). Moreover, the number of blocks
is larger because the block size is smaller, and the num-
ber of pixels of encrypted images is larger. As a result, the
scheme enhances the security against various attacks [20]
and also provides the robustness against color sub-sampling
due to the use of grayscale-based images. However, the com-
pression performance of the conventional grayscale-based
scheme decreases, because the correlation between RGB
color channels is not used.

Integration

—

Grayscale-based
Image
(1 color channel)

RGB
(3 color channels)

Fig. 8. Conventional grayscale-based image generation.

D) Security against ciphertext-only attacks

Security mostly refers to protection from adversarial forces.
The proposed scheme aims to protect the visual informa-
tion which allow us to identify an individual, a time, and
the location of the taken photograph. Untrusted providers
and unauthorized users are assumed as the adversary. This
paper considers both brute-force and jigsaw puzzle solver
attacks as ciphertext-only attacks.

1) BRUTE-FORCE ATTACK

In the conventional color-based encryption scheme, if an
image with X x Y pixels is divided into blocks with B, x B,
pixels, the number of blocks # is given by

=[]z )

where | -] is a function that rounds down to the nearest inte-
ger. The four block scrambling-based processing steps are
then applied to the divided image.

The key space of the block scrambling (Step 1) N (1),
which is the number of permutation of # blocks, is given by

(2)

Ny (n) = Py = nl. (3)

Key K ) K , K 3
S A -
JRG® / \
B | Grayscale-based Image | g | Block Block Rotation Negative-Positive | ! I
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\ /

Block Scrambling Steps

Fig. 7. Conventional grayscale-based encryption.



Similarly, the key spaces of other encryption steps are
given as

Niot(n) = 4", Nimy(n) = 4", Nyosgeiny(n) = 8" (4)

an(”) =2", Neoi(n) = (3P3)n =6" (5)

where N, (n) and Nj,,(n) are the key spaces of the block
rotation and block inversion, and Nyginy (1) is the key
space of the encryption combining them (Step 2). Note that
Niotginy 1 the key space considering the collision between
block rotation and inversion. Namely, rotating pieces 180
degrees is the same operation as inverting them horizon-
tally and vertically. Ny, (1) and Ngo(n) are the key spaces
of the negative—positive transformation (Step3) and color
component shuffling (Step 4), respectively. Consequently,
the key space of images encrypted by using all the proposed
encryption steps, N (1), is represented by

Na(n) = Nyr (1) - Nyosgeiny (1) - an(n) “Neat(n)  (6)

=n!-8".2".6".

In comparison, since an image encrypted by using the
conventional grayscale-based image encryption scheme is
generated from IR°® with 3(X x Y) pixels, the number of
blocks of the grayscale-based scheme (n,) is three times
larger than that of the color-based scheme. n, is given by

?7)

ng = 3n.

Unlike the color-based scheme, color shuffling is not car-
ried out by the conventional grayscale-based encryption
scheme. Thus, the key space of the grayscale-based image
encryption is calculated by

Np(1) = Nr(3n) + Nyotsiny(31) - an(?,?l) (8)

=3n!- 8" .23 > Ny(n),

where 7 is the number of blocks calculated from I with
X x Y pixels in accordance with equation (2). Although the
color shuffling is not applied to the scheme, the number
of blocks is larger, as shown in equation (8). Therefore, the
grayscale-based image encryption enhances the robustness
against brute-force attacks.

[RGB
v
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2) JIGSAW PUZZLE SOLVER ATTACK

The extended jigsaw puzzle solvers for block scrambling-
based image encryption [27-29] have been proposed to
assemble encrypted images including rotated, inverted,
negative—positive transformed, color component shuffled
blocks. It has been shown that assembling encrypted images
becomes difficult when the encrypted images are under the
following conditions [27-30].

Number of blocks is large.

Block size is small.

Encrypted images include JPEG distortion.
Encrypted images have less color information.

Since most conventional jigsaw puzzle solvers utilize
color information to assemble puzzles, reducing the number
of color channels in each pixel makes assembling encrypted
images much more difficult. Thus, the grayscale-based
encryption scheme has a higher security level than that of
the color-based scheme because it provides a large number
of blocks, the small block size, and less color information.

1. PROPOSED GRAYSCALE-BASED
ENCRYPTION

In this section, we present a new grayscale-based block
scrambling image encryption using YCbCr color space
which aims not only to enhance security, but also to improve
the compression performance of encrypted images.

A) Image encryption procedure

To generate an encrypted image (1), the following steps are
carried out (see Fig. 9).

1) Transform an RGB color image (Irgp) with X x Y pixels
into an image in YCbCr color space (Iycpcr) as in [31].
Note that Iycpc, consists of three individual channels
which can be represented by iy, icp, and ic;.

2) Generate a proposed grayscale-based image (I) from
Ivcper. This paper considers two types as Iycper:

(a) Iy without color sub-sampling: As shown in Fig. 10(a),
iy, icy, and ic, are combined into Iycyc, with 3(X x
Y) pixels.

&~

Color Space
Transformation .
Block Scrambling Steps
+ Lover - S TN
Grayscale-based Image | g _ le/l:img ] Block Block Rotation Negative-Positive :
into —3 .
Generation Method - 8x8 blocks 1 Scrambling and Inversion Transformation | |
\ 7

Fig. 9. Proposed grayscale-based image encryption.
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IRGB

Color Space
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RGB YCbCr

(3 color channels)

(3 color channels)

Grayscale-based
Image
(1 color channel)

(a) Iy without sub-sampling (4:4:4)

RGB
Color Space
Transformation

YCbCr
(3 color channels)

RGB
(3 color channels)

Color

Sub-sampling
ﬁ

Bo—

YCbCr with 4:2:0
color sub-sampling
(3 color channels)

Grayscale-based
Image
(1 color channel)

(b) I4 with 4:2:0 sub-sampling

Fig. 10. Proposed grayscale-based image generation. (a) I, without sub-sampling (4:4:4), (b) I, with 4:2:0 sub-sampling.

(b) I, with 4:2:0 color sub-sampling: As shown in
Fig. 10(b), icp and ic, are sub-sampled to produce
the sub-sampled chrominance (i, and i) using
the same method as in [26]. Then, iy, i, and i,
are combined into I, with 3/2(X x Y) pixels.

3) Divide I, into blocks each with B, x B, and then ran-
domly permute the divided blocks by using a random
integer generated by a secret key K.

4) Rotate and invert each block randomly by using a ran-
dom integer generated by a key K,.

5) Apply negative—positive transformation to each block by
using a random binary integer generated by a key K.

An example of images encrypted by using the proposed
scheme is shown in Figs 4(d) and 4(e).

B) Image decryption procedure

As shown in Fig. 1, to reproduce a decrypted image (I)
from an encrypted JPEG image (I..), JPEG decompression
is performed to I.. As a result, the decompressed image

A

1
- e

(L) is generated. Then, the following steps are carried out
to decrypt I, using the corresponding secret key K (see
Fig. 11).

1) Divide I, into blocks, each with B, x B,.

2) Apply inverse negative—positive transformation to each
block with key K;.

3) Inversely rotate and invert each block with key K,

4) Assemble blocks based on key K, to produce the
grayscale-based image (}g)

5) Reconstruct the color image in YCbCr color space
(Iycper) from I,

6) Transform Iycpc, to RGB color space

7) Integrate RGB components to generatef

There are two methods used for reconstructing Tycoer
from I, in Step (5):

o I, without sub-sampling: When I, was generated accord-
ing to Fig. 10(a), }g is separated into three color channels.

i
Ex

Integration

Dividing
into
8x8 blocks Color Space
Transformation
N I'nver:e it Inverse Block Block Reconstruction of
cgative-Posiive = p tation & Inversion : > Decrypted Image
Trnsformation ! ¢ verst Assembling P &
Ke
Y K3 KZ K]

Fig. 11. Proposed grayscale-based image decryption procedure.
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Color Space
Transformation

YCbCr
(3 color channels)

RGB
(3 color channels)

(a) Iy without sub-sampling (4:4:4)

YCbCr with 4:2:0
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Image (/,)
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Separation m = Interpolation
# ﬂ

Color Space
Transformatjon

YCbCr
(3 color channels)
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(b) Iy with 4:2:0 sub-sampling

Fig. 12. Reconstruction of decrypted images. (a) I, without sub-sampling (4:4:4), (b) I with 4:2:0 sub-sampling.

Then, the three channels are integrated into Tycoers as
shown in Fig. 12(a).

o I, with 4:2:0 sub-sampling: When I, was generated accord-
ing to Fig. 10(b), }g is separated into one luminance
(gy) and two sub-sampled chrominance components (;’Cb
and 7,,), as shown in Fig. 12(b). Then, Q’Ch and 7, are
interpolated to increase the spatial resolution as in [32].
Eventually, the luminance and interpolated chrominance
components are integrated into 1 YCbCr-

C) Compression of grayscale-based image

This paper focuses on JPEG lossy compression, although
the JPEG standard supports both lossy and lossless
compressions, and the block scrambling-based image
encryption schemes are applicable to lossless compression
as discussed in [19]. This is because most JPEG compres-
sion applications, especially SNS and CPSS providers, utilize
lossy compression.

JPEG softwares, such as Independent JPEG Group (IJG)
software [32], generally utilize two default quantization
tables to quantize iy, icp, and ic, of Iycpe called the
luminance quantization table (Y-table), and the chromi-
nance quantization table (CbCr-table), although image-
dependent quantization tables can be designed by users
[33]. However, grayscale-based images do not correspond
to luminance or chrominance. Therefore, we propose a new
quantization table called G-table to improve the compres-
sion performance of I.

In JPEG compression, all pixel values in each block of
I, are mapped from [o,255] to [—127,128] by subtracting
128, then each block is transformed using Discrete Cosine
Transform (DCT) to obtain DCT coeflicients.

The DCT coefhicients are employed to generate G-table.
Let DCT,,(i, j) be the DCT coefficient of the m™ block at the

position (i,) where 1 <i < 8 and 1 < j < 8. Considering
every block of Iy, the absolute value of DCT,, (i, j) is calcu-
lated, and the arithmetic mean of |DCT,,(i, )| is expressed

by
1 &
¥ P DCT, (i,
=1 mZ: IDCT,0 (i )| )
where I, consists of 1, blocks.

As a set of grayscale-based images which consists of Ny
images is utilized to determine G-table, we define cx(i, ) as
c(i,j) of the k™ image and calculate the average of every
c(i, ) from Nj grayscale-based images. The average c(i, j) is
calculated as follow.

N;
) = 1 Do el (10)
k=1

To obtain G-table, (i, j) represents the quantization step
size at (i, j) and is derived from the ratio between ¢(1,1) and
(i, j). The step size can be calculated by

e
1)) = {za,j)w e

(1)

where € is set to 16 for adjusting the Y-table step size at (1, 1)
as for IJG software [32].

To design G-table for grayscale-based images, we
employed 1338 images with 512 x 384 pixels from Uncom-
pressed Color Image Database (UCID) [34]. Grayscale-
based images were generated from all images in the dataset.
Then, the grayscale-based images were compressed by using
IJG software [32] to obtain the DCT coefficients. To design
G-table for I, without sub-sampling, the DCT coefficients
were calculated whereas n, = 9216, Ny = 1338, and € = 16.
On the other hand, G-table for I, with 4:2:0 sub-sampling
was designed by using n, = 4608. As a result, two types of

7
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17 | 26 | 32 | 39 | 46 | 54 | 67 | 90

17 | 26 | 32 | 40 | 47 | 56 | 70 | 92

26 | 35 42 50 56 65 80 | 105

26 | 36 43 52 59 69 84 | 110

34 | 43 | 51 | 58 | 65 | 75 91 | 118

34 | 44 | 52 61 70 | 80 | 98 | 125

42 | 53 | 60 | 68 | 76 | 86 | 103 | 131

43 | 54 63 72 82 95 | 113 | 142

50 | 62 69 77 86 98 | 116 | 145

52 | 65 74 84 95 | 109 | 129 | 159

61 | 73 | 81 | 90 | 99 | 112 | 133 | 164

63 | 78 | 88 | 99 | 110 | 126 | 149 | 182

76 | 90 | 99 | 108 | 118 | 133 | 157 | 192

79 | 97 | 109 | 119 | 132 | 150 | 176 | 213

98 | 116 | 126 | 136 | 147 | 165 | 193 | 233

102| 124 | 137 | 149 | 164 | 183 | 213 | 254

(a) I4 without sub-sampling

(b) Iy with 4:2:0 sub-sampling

Fig. 13. G-table. (a) I without sub-sampling, (b) I, with 4:2:0 sub-sampling.

G-table designed for I, without sub-sampling and with 4:2:0
sub-sampling were designed as shown in Fig. 13.

D) Security against ciphertext-only attacks

The proposed scheme is grayscale-based image encryption,
so it provides the higher security level than the color-based
image encryption scheme in both brute-force and jigsaw
puzzle solver attacks as well as the conventional grayscale-
based encryption.

In I, without color sub-sampling, the number of pixels
of I, is the same as the conventional one. This means that
the number of blocks is also identical. As a result, the key
space of this type is equal to that with the conventional one
in equation (8).

In contrast, I, with 4:2:0 sub-sampling has 3/2(X x Y)
pixels, so n; = (3/2)n. As a result, the key space of this type
(Np,, (n)) is given by

Np,,(n) = Zn! .86/ L6/ 5 N (n). (12)

As described in SectionIV, images encrypted by using
the proposed scheme can provide almost the same robust-
ness against jigsaw puzzle solver attacks as the conventional
grayscale-based encryption.

E) Robustness against image recompression

In Table 2, we summarize the relationship between
uploaded and downloaded JPEG images of typical SNS and
CPSS providers in terms of sub-sampling ratios, the qual-
ity factor (Qy), and the maximum resolutions [35]. Qy, and
Qy, denote the uploaded and downloaded quality factors,
respectively.

Providers do not resize uploaded images when the res-
olution of uploaded images is less than or equal to the
maximum resolution that each provider decided. For exam-
ple, if the resolution of an image uploaded to Twitter is not
larger than 4096 x 4096 pixels, the uploaded image is not
resized. In this paper, we assume that the image resolution
is less than or equal to the maximum resolution of each
provider as well as in [17, 19, 35].

The quality of images downloaded from SNS and CPSS
providers is generally degraded due to recompression forced
by the providers. As shown in Table 2, a color JPEG image
uploaded to Facebook is always recompressed into the
new JPEG image with 4:2:0 color sub-sampling. Therefore,
images encrypted by the color-based scheme are affected by
the recompression, even when they were compressed with
4:4:4 sub-sampling. In comparison, when grayscale-based
images are uploaded to Facebook, the color sub-sampling
is not carried out, although they are recompressed with

Table 2. Relationship between uploaded JPEG files and downloaded ones in terms of sub-sampling ratios and the maximum
resolutions. Providers do not resize uploaded images when their resolutions are less than or equal to the maximum resolutions, e.g.
the maximum resolutions of Twitter and Tumblr are 4096 x 4096 and 1280 x 1280, respectively [29].

Uploaded JPEG file

Downloaded JPEG file

Provider (maximum resolution)

Sub-sampling ratio

Qy, Sub-sampling ratio Qy

4:4:4
Twitter (up to 4096 X 4096 pixels) 4:2:0
(Grayscale)
4:4:4
Facebook (HQ, up to 2048 x 2048 pixels) 4:2:0
Facebook (LQ, up to 960 x 960 pixels) (Grayscale)
4:4:4
Google Photos (HQ, up to 16 Megapixels) 4:2:0
(Grayscale)
Tumblr (up to 1280 x 1280 pixels) 4:4:4
Google+ 4:2:0
Flickr (Grayscale)

Low No recompression

High 4:2:0 85

1,2,...,84 No recompression

85,86,...,100 4:2:0 85

1,2,...,84 No recompression

85,86,...,100 (Grayscale) 85

1,2,...,100 4:2:0 71,72,...,85
(Grayscale) 71

1,2,...,100 4:4:4 66,...,90
(Grayscale)

1,2,...,100 No recompression




Table 3. Parameters used for uploaded JPEG images

Quantization
Type Color sub-sampling ~ Block size ~ Table
4:4:4
Non-encrypted  (no sub-sampling) (non-
encrypted)
4:2:0
41414
(no sub-sampling) 16 X 16 IJG standard
table
Color-based 4:2:0
Conventional
Grayscale-based
(no sub-sampling) 8x8 G-table

Proposed
Grayscale-based

different quality factors from those of uploaded images.
Images encrypted by using the proposed scheme are not
affected by the effect of color sub-sampling due to the use
of grayscale-based images as described in [20].

V. EVALUATION

In this section, the effectiveness of the proposed method is
discussed by conducting a number of simulations.

A) Compression performance

To evaluate the compression performance of the proposed
scheme, we utilized 30 images from CSIQ dataset (512 x
512) [36]. All images in the dataset were encrypted by using
the proposed scheme with By = B, = 8. Then, all encrypted
images were compressed with specific quality factors, Qr €
[70,100], using the JPEG standard from IJG software [32].
Rate-distortion (RD) curves, which are the average peak
signal-to-noise ratio (PSNR) values of all images per bits
per pixel (bpp), were used for evaluating the compression
performance. The parameters used in the experiment are
shown in Table 3. Two types of G-table in Fig. 13 were
used to quantize the DCT coeflicients of grayscale-based
images, while the IJG standard tables were employed for
images encrypted by the color-based encryption scheme
and non-encrypted ones.

Figure 14 shows RD curves of JPEG compressed images
without any encryption and with encryption. As shown
in Fig. 14(a), when images were compressed without sub-
sampling, the images encrypted by using the proposed
method had higher PSNR values than those with the con-
ventional grayscale-based encryption scheme, and more-
over, had almost the same RD curves as the non-encrypted
ones and the color-based scheme.

Regarding 4:2:0 color sub-sampling, the conventional
grayscale-based scheme cannot consider 4:2:0 color sub-
sampling because the conventional grayscale-based images
consist of RGB color components. As shown in Fig. 14(b),
when 4:2:0 sub-sampling was carried out, the proposed

GRAYSCALE-BASED BLOCK SCRAMBLING IMAGE ENCRYPTION
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bits per pixel

(b) With 4:2:0 sub-sampling. Note that the conventional
grayscale-based scheme cannot consider 4:2:0 color sub-sampling.

44 1

42 T+
40 +
=
=38 +
4
Z36 T
& s
T —a—Conventional Grayscale-based (4:4:4)
32 4 —»—Proposed Grayscale-based (4:4:4)
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30 t t t 1
0.25 0.75 1.25 1.75 2.25
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(c) Comparison between the proposed scheme with 4:2:0 sub-sampling
and the conventional one

Fig. 14. R-D curves of uploaded JPEG images. (a) Without sub-sampling
(4:4:4), (b) with 4:2:0 sub-sampling. Note that the conventional grayscale-based
scheme cannot consider 4:2:0 color sub-sampling. (c) Comparison between the
proposed scheme with 4:2:0 sub-sampling and the conventional one.

scheme provided slightly higher PSNR values, compared
with non-encrypted images and the color-based scheme.

In order to clearly compare the difference between the
conventional scheme and the proposed one, RD curves
in a low bpp range were plotted in Fig. 14(c). The result
showed that the proposed scheme can provide higher PSNR
values than the conventional one. In addition, the pro-
posed scheme with 4:2:0 sub-sampling is useful for the low
bpp range. Therefore, the proposed scheme enables us to
maintain almost the same image quality as non-encrypted
images.

Moreover, other conventional encryption methods are
considered in terms of compression performance. There are
various encryption methods which can maintain an image
format after encrypting as well as the proposed scheme.
However, they are not suitable to EtC systems with JPEG
compression, because they do not consider using JPEG
compression. We numerically compared the encryption
methods [25, 26] with the proposed scheme. Figures 15(d)
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(a) Original image

(b) Proposed scheme (c) Proposed scheme

(d) Encryption scheme (e) Encryption scheme
in [25] in [26]

Fig. 15. Decrypted images after compressing and decompressing encrypted
ones (Qf = 90). (a) Original image

(X x Y =512 x 512), (b) proposed scheme without color sub-sampling
(PSNR = 35.72dB), (c) proposed scheme with 4:2:0 color sub-sampling
(PSNR = 33.93dB), (d) encryption scheme in [25] (PSNR =10.32dB,
sub-sampling ratio = 4 : 2 : 0), (e) encryption scheme in [26].

and 15(e) indicate decrypted images after compressing and
decompressing encrypted ones, where Fig. 15(a) is the orig-
inal one. The image quality of decrypted images heavily
decreased due to JPEG compression as shown in Figs 15(d)
and 15(e) , because they do not consider using JPEG com-
pression as well as most other conventional encryption
methods. The proposed scheme can maintain the high qual-
ity of images as shown in Figs 15(b) and 15(c). Note that
Fig. 15(e) is a grayscale image [26], so the PSNR value is not
listed.

B) Robustness against image recompression

We uploaded images encrypted by using the proposed
scheme to Twitter and Facebook, and then downloaded
them, as well as images encrypted using color-based scheme
[15-19] with B, = B, = 16, and non-encrypted images to
confirm the effectiveness of the proposed scheme.

1) EXPERIMENTAL CONDITIONS

An experiment was carried out for evaluating robustness
against image recompression and color sub-sampling forced
by providers. In the experiment, the same dataset and
parameters for JPEG compression as in Section IV.A were
utilized. According to Fig. 1, the following procedure was
conducted.

1) Generate encrypted image I, from original image I.

2) Compress encrypted image I, with Qg,.

3) Upload encrypted JPEG image I, to SNS providers

4) Download recompressed JPEG image fec from the
providers.

5) Decompress encrypted JPEG image T

6) Decrypt decompressed image I,.

7) Compute the PSNR value between original image I and
decrypted image 1.

To compare PSNR values in (7), original image I was also
compressed without any encryption, then uploaded and
downloaded. The downloaded images were decompressed,
and then, the average PSNR values of 30 images per Qy, were
calculated.

This paper focuses on Twitter and Facebook, which
recompress uploaded JPEG images under their conditions
as shown in Table 2.

2) EXPERIMENTAL RESULTS

Figure 16 shows the quality of images downloaded from
Twitter, where the values in horizontal axis are bpp values of
uploaded images. Although the color-based scheme could
maintain almost the same PSNR values as non-encrypted
images, the proposed scheme offered slightly higher PSNR
values in both sub-sampling ratios, as shown in Figs 16(a)
and 16(b). This is because color JPEG images are affected
by 4:2:0 color sub-sampling carried out by Twitter while
grayscale-based images can avoid the effect of color sub-
sampling.

Figure 17 shows the quality of images downloaded from
Facebook, where the horizontal axis refers to bpp values of
uploaded images. As shown in Fig. 17(a), when images were
compressed with 4:4:4 sub-sampling, the quality of images
encrypted by the color-based scheme were heavily degraded
compared with the non-encrypted ones. In comparison, the
images encrypted by the proposed scheme provided higher
PSNR values than those encrypted by the color-based
scheme and non-encrypted images. This is because the pro-
posed scheme is not affected by 4:2:0 sub-sampling carried
out by Facebook, although color JPEG images are affected
by 4:2:0 sub-sampling. When images were compressed with
4:2:0 sub-sampling, the proposed scheme provided higher

39
38
3T
236 1
o 35
@ 34
33 —«Non-encrypted
324 4 —e—Color-based
31 + —&-Proposed Grayscale-based
30 t + t t 1
0 1 2 3 4 5

bits per pixel values of uploaded images

(a) Uploaded without sub-sampling (4:4:4)

PSNR (dB)
woow
%) &

[o5)
1§
L

—»—Non-encrypted
—e—Color-based

—&-Proposed Grayscale-based

0 0.5 1 1.5 2 2.5 3
bits per pixel values of uploaded images

(b) Uploaded with 4:2:0 sub-sampling

Fig. 16. R-D curves of downloaded JPEG images from Twitter. (a) Uploaded
without sub-sampling (4:4:4), (b) uploaded with 4:2:0 sub-sampling.
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Fig. 17. R-D curves of downloaded JPEG images from Facebook. (a) Uploaded
without sub-sampling (4:4:4), (b) uploaded with 4:2:0 sub-sampling.

image quality than the color-based image encryption, as
shown in Fig. 17(b). However, when bpp > 1, PSNR values of
images encrypted by the proposed scheme are slightly lower
than non-encrypted ones, but the decrypted images did not
include any block artifacts. This is because every grayscale
JPEG image uploaded to Facebook is recompressed to the
new grayscale JPEG image with Q;, = 71 while Facebook
recompresses JPEG color JPEG images with Qy, € [71, 85],
as shown in Table 2. Note that the PSNR values of images
encrypted by the color-based scheme were much lower than
those of the proposed scheme and non-encrypted ones.
The reason is that the images encrypted by the color-based
scheme included block artifacts due to the influence of color
sub-sampling.

Consequently, the proposed scheme is shown to have
robustness against image recompression and color sub-
sampling caused by providers as the conventional grayscale-
based scheme [20, 21].

C) Robustness against jigsaw puzzle solver
attacks

We evaluated the robustness against jigsaw puzzle solver
attacks in terms of the difficulty of assembling encrypted
images.

1) EXPERIMENTAL CONDITIONS
The following three measures [37, 38] were used to evaluate
the results.

Direct comparison (D,): represents the ratio of the num-
ber of pieces which are in the correct position. D, for image

GRAYSCALE-BASED BLOCK SCRAMBLING IMAGE ENCRYPTION

I;, namely, D (1) is calculated as

Dilly) =~ Y dil), (13)

1,

o,
where 1, (i) represents the position of a piece i in image 1.

Neighbor comparison (N.): is the ratio of the number

of correctly joined blocks. N, for image I, namely, N.(I,) is
calculated as

if 1;(7) is in the correct position
otherwise

d.(i) =

Npou
1
N.(Ig) = n(k), (14)
4 Nbau kX:;
) 1, if by is joined correctly
(k) = { o, otherwise

where Ny, is the number of boundaries among pieces in
I, and by is the kth boundary in I;. For an image with
u x v blocks, there are Ny, = 2uv — u — v boundaries in
the image.

Largest component (L.): is the ratio of the number of
the largest joined blocks that have correct adjacencies to the
number of blocks in an image. L, for image I;, namely, L (I;)
is calculated as

(15)

1
L(Iy) = - m]ax{lc(ld,j)},j =12,...,m

where I.(I,7) is the number of blocks in the jth partial
correctly assembled area, and m is the number of partial
correctly assembled areas.

In the measures, D, N,, L. € [0,1], a larger value means
a higher compatibility.

We utilized 20 images from resized Ultra-Eye dataset
(256 x 144) [39]. Thirty different encrypted images were
produced from each image by using different 30 keys. The
encrypted images were assembled by using the jigsaw puz-
zle solver, and the image that had the highest sum of D,, N,
and L. was chosen. This procedure was carried out indepen-
dently, and the average D., N, and L, for the 20 images were
calculated.

2) EXPERIMENTAL RESULTS

Table 4 shows the robustness against the extended jigsaw
puzzle solver attack [27-29]. The scores for assembling both
types of the proposed scheme were much lower than those
of the color-based scheme and equal to those with con-
ventional one. This is because images encrypted with the
proposed scheme have a large number of encrypted blocks
and no color information in the blocks.

Figures 18(g) and 18(k) are images assembled from
Figs 18(b) and 18(f), respectively, while Fig. 18(a) is the orig-
inal one. Comparing Figs 18(g) and 18(h), it obviously shows
that the difficulty of assembling encrypted images depends
on the block size. Since most conventional jigsaw puzzle
solvers employ color information for assembling puzzles,
reducing color channels of each pixel makes assembling

11
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Table 4. Security evaluation of the color-based, conventional, and
proposed scheme against the extended jigsaw puzzle solver [27-29].

Encryption Color

type channel Block size D, N, L.
Color-based

scheme [16,17] RGB 16 X 16 0.035 0.202  0.223
Conventional

scheme [20] Grayscale 8 x 8 0.000 0.000 0.002
Proposed

scheme with Grayscale 8 x 8 0.000 0.000  0.002
sub-sampling

Proposed

scheme without ~ Grayscale 8 x 8 0.000  0.000 0.002

sub-sampling

puzzles harder. As shown in Figs 18(i) and 18(j), it is more
difficult to assemble the image encrypted by the proposed
grayscale-based image encryption because the encrypted
image has only one color channel.

Figure 19 shows the running time to assemble encrypted
images by using the jigsaw puzzle solver [27-29], where the
average time of 20 images from resized Ultra-eye dataset
[39] were plotted. We compared the running time to assem-
ble images encrypted with the color-based scheme (B, =
By, = 16), the conventional scheme (B, = B, = 8), and the
proposed one (B, = B, = 8). The jigsaw puzzle solver was
implemented in MATLAB2017a on a PC with a 3.6 GHz
processor and a main memory 16Gbytes (Processor:Intel
Core i7-7700 3.6 GHz, OS:Ubuntu 16.04 LTS).

As shown in Fig. 19, although the images encrypted by
using the proposed method (B, = B, = 8) with 4:2:0 sub-
sampling were solved in 10.33 min, the scores of assembled
images were very low as L, = 0.002 (see Table 4). It obvi-
ously takes more time to assemble encrypted images than
that of images encrypted by the color-based scheme. The
reason is that the proposed scheme can offer a smaller
block size, the larger number of blocks and less color infor-
mation. Moreover, the images encrypted by the proposed
method without any sub-sampling were solved in 45.84 min

(g) Assembled image

(h) Assembled image

(i) Assembled image (Proposed (j) Assembled image (Proposed

(k) Assembled image

Fig. 18. Assembled images by using the extended jigsaw puzzle solver [27-29]. a) Original image (X x Y = 256 x 144), (b) encrypted image (color-based
scheme, By = By, = 16,1 = 144), (c) encrypted image (color-based scheme, By = By = 8,n = 576), (d) encrypted image (proposed scheme without sub-sam-
pling, By = By = 8,n = 1728), (e) encrypted image (proposed scheme with 4:2:0 sub-sampling, B, = B, = 8,n = 864), (f) encrypted image (conventional
scheme, By = By = 8,n = 1728), (g) assembled image (color-based scheme, By = B, =16, L, = 0.208), (h) assembled image (color-based scheme, By = B, = 8,
L = 0.012), (i) assembled image (proposed scheme without sub-sampling, By = B, = 8, L, = 0.002), (j) assembled image (proposed scheme with 4:2:0 sub-sam-
pling, By = By = 8, L, = 0.002), (k) assembled image (conventional scheme, By = By = 8, L, = 0.002).
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Fig. 19. Running time of assembling encrypted images from resized ultra-eye
dataset (256 X 144).

Table 5. Key space of the color-based, conventional, and
proposed scheme (N, = 256 x 144)

Encryption Number

type of pixels By x B, Key space Rank
Color-based

scheme [16, 17] N, 16 X 16 144! - 2770 .34 3
Conventional

Grayscale-based 3N, 8x38 1728! - 20912 1
scheme [20]

Proposed

scheme without 3N, 8x8 17281 - 20912 1
sub-sampling

Proposed

scheme with iN, 8x8 864! - 23456 2

sub-sampling

which is almost the same as that of conventional one. As a
result, the proposed scheme can enhance security against
ciphertext-only attacks in terms of both computational
complexity and the accuracy of assembled results.

D) Discussions on key space

Moreover, we evaluate robustness against brute-force attack
in terms of the key space of encrypted images [39] where the
number of pixels of the original images (N,) is 256 x 144.
The key space of the color-based scheme and the conven-
tional scheme were calculated using equations (6) and (8),
respectively. On the other hand, the key space of the pro-
posed scheme without sub-sampling and with sub-sampling
were calculated by using equations (8) and (12), respectively.
As shown in Table 5, the key space of the proposed scheme
without color sub-sampling is equal to that of the conven-
tional one and greatly higher than the color-based scheme.
Even if the key space of the proposed scheme with color
sub-sampling is less than the conventional one due to the
lower number of blocks, it is greatly higher than that of the
color-based scheme.

GRAYSCALE-BASED BLOCK SCRAMBLING IMAGE ENCRYPTION

V. CONCLUSION

We presented a new grayscale-based block scrambling
image encryption scheme which enhances the security of
EtC systems for JPEG images. Although B, = B, = 8 can
be used as a block size in the conventional grayscale-based
image encryption scheme, the compression performance
is degraded, and the color sub-sampling cannot be con-
sidered. The proposed scheme allows us not only to
enhance the compression performance of the EtC sys-
tems by using YCbCr color space, but also to preserve
the security level at the same level as the conventional
one. In addition, the proposed scheme allows us to con-
sider the color sub-sampling operation which can improve
the compression performance, although the encrypted
images have no color information. As a result, the pro-
posed scheme has better performance than the conven-
tional one in terms of the compression performance.
Experimental results showed that images encrypted by
using the proposed scheme had a higher compression
performance than those encrypted by the conventional
grayscale-based scheme. Moreover, the proposed scheme
was confirmed to have almost the same robustness against
ciphertext-only attacks as the conventional grayscale-based
encryption.
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